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Summary 
• Since the authorization and initial release of the first vaccines, the question of whether 

vaccination against Covid-19 should or even must lead to special rules for vaccinated 
people has become the subject of controversial public discussion.  
 

• These rules have recently taken the form of digital vaccination certificates that allow 
people to travel freely and safely across Europe.  
 

• The deployment and implementation of digital health passes involve considerable 
scientific, technical, ethical and legal challenges that require immediate policy attention 
and comprehensive and citizen-friendly solutions. 
 

• The security, authenticity, privacy-preserving, integrity and validity of these certificates 
and their use only for travel purposes will determine their acceptance at the societal 
level. 
 

• The release of these certificates as a technological solution should not be seen as a 
comprehensive approach to the identification of peoples’ health status and the 
respective shaping of their freedoms. 
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“The certificate 
aims at facilitating 
safe and free 
movement during 
the COVID-19 
pandemic by 
providing proof 
that a person has 
either been 
vaccinated against 
COVID-19, received 
a negative test 
result or recovered 
from COVID-19.”  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 Introduction 
 
Since the authorization and initial release of the first vaccines, the question of whether 
vaccination against Covid-19 should or even must lead to special rules for vaccinated 
people has become the subject of controversial public discussion both at the EU and at 
the global levels. These rules have recently taken the form of digital vaccination 
certificates that allow people to travel freely and safely across Europe.  
 
The idea of vaccination passports is actually an old one. The vaccine verification debate 
goes back to the 1890s, during the third global plague pandemic. There is a long 
history of the use of vaccine certifications for international travel, with many countries 
currently requiring travelers to present proof of yellow fever vaccination to enter, for 
example. Vaccine certification checks came under the International Sanitary Regulations 
adopted in 1951 by WHO member states (and replaced by and renamed the 
International Health Regulations in 1969).  
 
Currently, yellow fever is the only disease specified in the International Health 
Regulations for which countries may require proof of vaccination as a condition of entry, 
although many countries set their own requirements for vaccinations. Therefore, the 
current version of a passport is the World Health Organization-approved yellow card, 
which since 1969 has been a document for travelers to certain countries to show proof 
of vaccination for yellow fever to prevent the spread of the disease.  
 
Against this background, the idea of issuing COVID-19 vaccination certificates/vaccine 
passports/ immunisation certificates for travel purposes has been put forward. It is 
based on the linking of health status (vaccine status and/or test results) with verification 
of identity, for the purpose of determining permissions, rights or freedoms (such as 
access to travel, leisure or work). These certificates are designed to provide a private and 
secure way of checking who has been vaccinated that includes a verification process. 
 
Several countries have started to implement or are considering the use of the so-called 
“digital health passports” or “immunity passports,” i.e., a tool to grant access to certain 
establishments, activities, and events. It is estimated there are currently more than 70 
digital health passports and 14 vaccine passport apps in operation globally. Israel began 
issuing ‘green passes’ in February 2021 to their vaccinated citizens to allow for less 
restricted internal movement and access to businesses such as to gyms or theaters. 
Other countries, such as China, Bahrain, Georgia and 16 E.U. countries are using EU’s 
digital certificate are issuing digital vaccine passports to their vaccinated citizens to equip 
them to travel internationally.  
 
Despite their role in allowing a safe return to more normal life, the deployment and 
implementation of digital health passes involve considerable scientific, technical, ethical 
and legal challenges that require immediate policy attention and comprehensive and 
citizen-friendly solutions.  

 
The EU Legal Framework 
 
At the EU level, after a long series of negotiations, the Council of the European Union 
and the European Parliament recently came to an agreement on the EU digital COVID 
certificate. The certificate aims at facilitating safe and free movement during the COVID-
19 pandemic by providing proof that a person has either been vaccinated against COVID-
19, received a negative test result or recovered from COVID-19. In practice, these will be 

https://www.npr.org/sections/goatsandsoda/2021/04/08/985032748/the-vaccine-passport-debate-actually-began-in-1897-over-a-plague-vaccine
https://www.npr.org/sections/goatsandsoda/2021/04/08/985032748/the-vaccine-passport-debate-actually-began-in-1897-over-a-plague-vaccine
https://apps.who.int/iris/handle/10665/101391
https://www.paho.org/en/documents/international-health-regulations-1969-0
https://www.nytimes.com/2021/03/07/world/israel-green-pass-covid.html
https://www.reuters.com/article/us-health-coronavirus-china-certificates/china-launches-covid-19-vaccination-certificates-for-cross-border-travel-idUSKBN2B10LO
https://www.reuters.com/article/health-coronavirus-bahrain-vaccine-int/bahrain-launches-digital-covid-19-vaccine-passport-idUSKBN2AH18V
https://mfa.gov.ge/MainNav/CoVID-19-sakitkhebi/sazgvris-kvetis-regulaciebi.aspx?lang=en-US;%20https://ge.usembassy.gov/covid-19-information-on-georgia/


Policy Brief        #151/2021 p. 4 

Immunity Passports in the context of COVID-19: Τechnological Solutions, Regulatory Considerations and Ethical Challenges 

 
 
“However, it 
remains up to 
national 
governments to 
decide whether 
travellers with a 
certificate have to 
quarantine or get 
tested.” 
 
 
 
 
 
 
“The legislation 
gives member 
states the option 
to accept 
vaccination 
certificates issued 
for vaccines which 
have been 
authorised 
nationally or have 
completed the 
WHO (World 
Health 
Organisation) 
emergency listing 
process.” 
 
 
 
 
 
 
 
“…scientific 
knowledge in this 
field includes 
several critical 
unknowns about 
the risks mitigated 
by vaccination, 
whether 
vaccinations rule 
out the potential 
for transmission, 
the duration and 
type of immunity 
of vaccinated and 
recovered persons, 
and the extent of 
protection 
conferred by 
vaccination, 
particularly 
against new 
variants.” 
 

three distinct certificates. 
 
The legal framework in the form of Regulation (EU) 2021/953 on a framework for the 
issuance, verification and acceptance of interoperable COVID-19 vaccination, test and 
recovery certificates (EU Digital COVID Certificate) to facilitate free movement during the 
COVID-19 pandemic will enter into force on the 1st July 2021. The certificate will be 
available in digital and paper format, will contain a QR code and be issued free of charge. 
Therefore, those vaccinated will be provided with certificates that contain COVID-19 
vaccination details and health facility. The certificate will not be a precondition to 
exercise the right to free movement and will not be considered a travel document.  
 
According to the agreed rules, Member states should refrain from imposing additional 
travel restrictions, such as testing or quarantine, unless they are proportionate and 
necessary to safeguard public health. If they decide to introduce travel restrictions, 
member states must inform the other member states and the Commission, if possible 48 
hours in advance. They must clarify the reasons for such restrictions, their scope and the 
start date and duration. This information should be published 24 hours before the 
measures come into effect. However, it remains up to national governments to decide 
whether travellers with a certificate have to quarantine or get tested.  
 
When a person presents a vaccination certificate for one of the vaccines approved by the 
European Medicines Agency (EMA), member states will be obliged to accept it for the 
purpose of facilitating freedom of movement. The legislation gives member states the 
option to accept vaccination certificates issued for vaccines which have been authorised 
nationally or have completed the WHO (World Health Organisation) emergency listing 
process. It needs to be stated that the European Commission is currently in the process 
of establishing a common digital infrastructure to allow the authentication of those 
certificates, while Member States should develop interoperable technical solutions at 
national level to issue and process such certificates. 

 
Legal and socio-ethical challenges 
 
While the certificate is presented as a solution to the impasse on free movement 
generated by the pandemic, the scientific, ethical, legal and policy issues related to the 
design, use, and ethics of vaccine passports that may affect their adoption, acceptance 
and usage merits closer attention.   
 

1) First of all, scientific knowledge in this field includes several critical unknowns 
about the risks mitigated by vaccination, whether vaccinations rule out the 
potential for transmission, the duration and type of immunity of vaccinated and 
recovered persons, and the extent of protection conferred by vaccination, 
particularly against new variants. In other words, given that the architecture of 
these vaccines is built on evolving science, any novel scientific findings and 
opinions that may diverge or depart from the current knowledge base may 
question or undermine the scientific basis of the process.  
 

The WHO has stated there is a need for further scientific investigation into COVID-19 
vaccine products to understand in more detail each vaccine product’s unique immunity 
profile, the extent vaccines reduce transmission, and the strength and duration of 
immunity provided. COVID-19 passports may need to consider when issuing certification 
of vaccine-induced immunity over a certain period of time, a process which becomes 
even more complicated in the presence of variants with unknown effects on vaccine 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ%3AL%3A2021%3A211%3ATOC
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32021R0953&qid=1623721184859
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32021R0953&qid=1623721184859
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32021R0953&qid=1623721184859
https://www.who.int/news-room/articles-detail/interim-position-paper-considerations-regarding-proof-of-covid-19-vaccination-for-international-travellers
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“…the release and 
use of COVID-19 
electronic 
vaccination 
certificates may 
encounter several 
impediments such 
as heterogeneous 
communication 
protocols, 
standardization 
and 
interoperability 
issues with other 
apps, privacy and 
security issues.” 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
“…the travel 
eligibility and the 
vaccination status 
of those EU/non-
EU citizens that 
have been 
vaccinated with 
vaccines that have 
not yet been 
approved by the 
European 
Medicines Agency 
(EMA).” 
 
 
 
 
 
 
 
 
 
 
 
 
 

effectiveness. 
 

2) From a technical perspective, there are currently no clear international rules and 
policies guiding the use of electronic vaccination certificates amid COVID-19. 
Thus, the release and use of COVID-19 electronic vaccination certificates may 
encounter several impediments such as heterogeneous communication 
protocols, standardization and interoperability issues with other apps, privacy 
and security issues.  
 

Moreover, given that traditional vaccination cards can be forged and faked via easily 
accessible technological means, the risk posed by false COVID-19 certificates is real. On 1 
February 2021, Europol issued an Early Warning Notification on the illicit sales of false 
negative COVID-19 test certificates.   
 
Related to the issue of the lack of international agreements is that of digital standards. 
Currently, there is no standardized guidance related to the design of COVID-19 vaccine 
passports, including any standards for issues such as data privacy or interoperability. The 
WHO’s Smart Vaccination Certificate Working Group released its first round of 
guidance addressing key specifications, standards and a trust framework for a digital 
vaccination certificate to facilitate implementation of effective and interoperable digital 
solutions in March 2021 whereas EU’s e-Health Network has adopted a Trust framework 
for the interoperability of health certificates. 
 

3) From an EU harmonization perspective, there are questions about whether the 
introduction of the EU COVID-19 Certificate will manage to set the ground for 
uniform requirements and restrictions that Member States could introduce and 
implement such as quarantine, self-isolation or a test for SARS-CoV-2 infection.  
Under the agreed rules, the Member States are allowed to accept or not antigen 
tests, the age from which the certificate is required, the different periods of 
validity for PCR tests or even the timeframe required after the completion of the 
vaccination.  
 

Given also, that the EU certificate is based only on vaccines that have been approved at 
the EU level, there are questions about the travel eligibility and the vaccination status of 
those EU/non-EU citizens that have been vaccinated with vaccines that have not yet 
been approved by the European Medicines Agency (EMA) such as Sputnik V, Sinopharm, 
Covishield and Convidecia. Could possible bilateral agreements between EU and non-EU 
member states be reached that depart from the agreed EU-wide certification procedure? 
Last but not least, the EU would need to establish agreements with non-EU countries in 
order to have these passports recognized for international travel.  
 

4) The introduction of vaccine and any digital health passports raises data 
protection, privacy and security questions as vaccine passports use sensitive 
personal information that is potentially vulnerable to attackers, especially if such 
data is stored on a central database at the level of each member state. 
 

The development of use of these certificates may need to be considered as data 
processing on a large scale so any unauthorised access to this data could lead to a new 
form of health surveillance. Another major concern is the possibility that those that have 
access to these databases such as transport service operators and authorities, may reuse 
it for purposes other than those initially planned for. 
 
Therefore, the use of this certificate should adhere to the principles of effectiveness, 

https://www.europol.europa.eu/early-warning-notification-illicit-sales-of-false-negative-covid-19-test-certificates
https://www.who.int/groups/smart-vaccination-certificate-working-group
https://cdn.who.int/media/docs/default-source/documents/interim-guidance-svc_20210319_final.pdf?sfvrsn=b95db77d_11&download=true
https://cdn.who.int/media/docs/default-source/documents/interim-guidance-svc_20210319_final.pdf?sfvrsn=b95db77d_11&download=true
https://ec.europa.eu/health/sites/default/files/ehealth/docs/trust-framework_interoperability_certificates_en.pdf
https://ec.europa.eu/health/sites/default/files/ehealth/docs/trust-framework_interoperability_certificates_en.pdf
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“…the introduction 
of the EU COVID-19 
Certificate will 
manage to set the 
ground for uniform 
requirements and 
restrictions that 
Member States 
could introduce 
and implement 
such as quarantine, 
self-isolation or a 
test for SARS-CoV-
2 infection.” 
 
 
 
 
 
 
 
 
 
“…there must be 
clearly defined 
parameters such as 
purpose limitation 
and data 
minimization that 
would reduce the 
data protection 
risk.” 
 
 
 
 
 
 
 
 
 
“The use of these 
passports could 
create a risk of 
discrimination, 
social division and 
could potentially 
be used to 
determine the 
degree of freedom 
or rights of 
individuals.” 
 
 
 
 
 
 
 
 
 

necessity and proportionality and the entities that will be entrusted with the task of 
controlling and processing of the data at the level of the member states should be 
specified. Any data retention/processing should be prohibited or exceptionally allowed 
on the basis of a data protection impact assessment. Such an assessment would be 
necessary to identify security and privacy risks, and specify the type of safeguards 
needed.  
 
Therefore, there must be clearly defined parameters such as purpose limitation and data 
minimization that would reduce the data protection risk that will emerge once Member 
States start considering the extension of the application of the Digital Green Certificate 
for other purposes.  
 

5) The release of the certificate also raises a multiplicity of legal and ethical 
questions that touch upon the protection of human rights (distinction between 
individuals based on health status) that may affect social cohesion and solidarity. 
The use of these passports could create a risk of discrimination, social division 
and could potentially be used to determine the degree of freedom or rights of 
individuals. Though vaccine passports may offer a return to normalcy, they may 
also exacerbate existing inequalities as the conditions of accessing this certificate 
vary from one country to another as each country enjoys exclusive competences 
in determining who gets the vaccine, who gets the test and who is going to be 
declared as immunized.  
 

Therefore, the equity issues are both domestic in terms of racialized minorities and rural 
populations, people who are unable to have vaccines for medical reasons or certain 
ethnic minorities that are more vaccine hesitant, but also international in terms of access 
to vaccines for low and middle income countries or in terms of being vaccinated with 
non-EU approved vaccines. Without the appropriate guarantees, the certificates may 
lead to a two-tier society with the vaccinated enjoying their full set of rights, while the 
non-vaccinated may be faced with social stigmatization, especially in work environments.  
 

6) Beyond meeting the specific needs of an immunity passport system, there is a 
high risk that these certificates will develop a permanent use that goes far 
beyond specific travel needs. The mission and function creep potential of this 
certificate threatens to transform this new technological instrument into a 
default digital identity for people without the necessary checks and balances. 
That would practically mean that the certificates are used for other purposes 
other those initially claimed, such as in the employment context or in other 
domains. Therefore, particular policy attention needs to be put to the use of 
these immunity passports for broader, non-medical purposes such as to permit 
individuals access to certain businesses, locations or activities.  

 
Positions of the main stakeholders  
 
The World Health Organisation (WHO) has explicitly warned against the use of these 
certificates for international travel owing to limited information about the impact of 
vaccines on transmission and limited supply of vaccine and raised concerns surrounding 
the operational, ethical and diplomatic consequences of allowing certain individuals to 
avail of privileges that others face hurdles to access. The Ada Lovelace Institute 
published a lengthy set of checkpoints that it recommends governments and developers 
should meet as passports move forward.   
 

https://www.adalovelaceinstitute.org/report/checkpoints-vaccine-passports-exec-summary/
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“Without the 
appropriate 
guarantees, the 
certificates may 
lead to a two-tier 
society with the 
vaccinated 
enjoying their full 
set of rights, while 
the non-vaccinated 
may be faced with 
social 
stigmatization, 
especially in work 
environments.” 
 
 
 
 
 
 
 
 
 
 
 
 
 
“…there is a high 
risk that these 
certificates will 
develop a 
permanent use 
that goes far 
beyond specific 
travel needs. 
 
 
 
 
 
 
 
 
“The trust 
framework shall be 
based on privacy-
by-design 
principles –
including strict 
data retention 
periods- to ensure 
robust respect for 
human rights.” 
 
 
 
 
 
 
 

Moreover, the European Data Protection Board and the European Data Protection 
Supervisor published a joint Opinion on the Certificate that recommends prohibiting 
access to the data by Member States following the end of the pandemic and stresses the 
need for governments to adhere to the principles of “effectiveness, necessity and 
proportionality” and include “strong and specific safeguards” – to be implemented 
following an impact assessment. In a statement on human rights considerations relevant 
to a “vaccine pass” and similar documents, the Council of Europe Committee on 
Bioethics is calling for careful deliberation on the challenges raised by such a pass and on 
the steps taken to ensure that the human rights and fundamental freedoms of all 
individuals are promoted and protected. 
 
A group of public interest groups has also highlighted the lack of safeguards against 
surveillance by the issuing authority (online verification) and the need for an offline 
verification via a public key infrastructure that adheres to the principles of privacy by 
design. When a certificate is verified, the issuer shall not obtain knowledge about the 
verification process or its circumstances. Last but not least, the European Data 
Protection Board in cooperation with the European Data Protection Supervisor issued a 
Joint Opinion 04/2021 on the Commission’s legislative proposal highlighting the need for 
the EU legislator to better define the purpose of the Green Digital Certificate and provide 
for a mechanism for the monitoring of the use of the certificate by Member States. 
 
Last but not least, multiple international organizations have already launched efforts to 
set standards and coordinate the design and implementation of vaccine passports for 
international travel, including the World Health Organization -as part of its mandate 
under the International Health Regulations (IHR), World Economic Forum, International 
Chamber of Commerce, and the International Air Travel Association.  

 
Policy recommendations 
 
As many countries speed up vaccinations and governments around the world are trying 
to find ways to restore some level of normalcy, the demand for vaccine passports for 
both international and domestic use will increase over time. The security, authenticity, 
privacy-preserving, integrity and validity of these certificates and their use only for travel 
purposes will determine their acceptance at the societal level. 
 
It is therefore necessary to establish a trust framework laying out the rules on and 
infrastructure for the reliable and secure issuance and verification of certificates. The 
required infrastructure should be able to function on different major operating systems 
while ensuring that is protected from cybersecurity threats whilst Member states must 
implement robust safeguards in line with EU data protection rules. 
 
At the same time, there is a need to make sure that the personal data contained in the 
certificates is processed only for the purpose of verifying the information included in the 
certificate in order to facilitate the exercise of the right of free movement within the 
Union. For this purpose, the personal data shall be limited to what is strictly necessary, 
hence the data controllers and processors shall take adequate technical and 
organisational measures to ensure a level of security appropriate to the risk of the 
processing. The trust framework shall be based on privacy-by-design principles –
including strict data retention periods- to ensure robust respect for human rights. 
 
Given that the scientific evidence on COVID-19 vaccination, testing and recovery 
continues to evolve, also in view of new variants of concern of the virus and in the case 

https://rm.coe.int/dh-bio-2021-7-final-statement-vaccines-e/1680a259dd
https://www.coe.int/en/web/bioethics/dh-bio
https://www.coe.int/en/web/bioethics/dh-bio
https://www.liberties.eu/en/stories/digital-green-certificate-mep-letter/43492
https://edps.europa.eu/data-protection/our-work/publications/opinions/edpb-edps-joint-opinion-digital-green-certificate_en
https://www.who.int/groups/smart-vaccination-certificate-working-group
https://www.who.int/news-room/articles-detail/world-health-organization-open-call-for-nomination-of-experts-to-contribute-to-the-smart-vaccination-certificate-technical-specifications-and-standards-application-deadline-14-december-2020
https://www.who.int/news-room/articles-detail/world-health-organization-open-call-for-nomination-of-experts-to-contribute-to-the-smart-vaccination-certificate-technical-specifications-and-standards-application-deadline-14-december-2020
https://thecommonsproject.org/commonpass
https://iccwbo.org/resources-for-business/icc-aokpass/
https://iccwbo.org/resources-for-business/icc-aokpass/
https://www.iata.org/en/programs/passenger/travel-pass/
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“Any vaccine 
passport system 
would need to be 
dynamic, taking 
into account the 
differing efficacy 
of each vaccine, 
known differences 
in efficacy against 
circulating 
variants, and the 
change in efficacy 
over time.” 
 
 
 
 
 
“The release of 
these certificates 
as a technological 
solution should not 
be seen as a 
comprehensive 
approach to the 
identification of 
peoples’ health 
status and the 
respective shaping 
of their 
freedoms.” 
 
 
 
“It should also 
entail the 
management of 
the risks 
associated with 
the creation of a 
new distinction 
between 
individuals based 
on their health 
status and that is 
going to be used to 
determine the 
degree of 
freedoms and 
rights individuals 
may enjoy.” 

 

of newly emerging scientific evidence, there is a need for safeguards that will ensure that 
the scientific basis of the systems remains sound and up-to-date. Any vaccine passport 
system would need to be dynamic, taking into account the differing efficacy of each 
vaccine, known differences in efficacy against circulating variants, and the change in 
efficacy over time. Therefore, those involved in the implementation of this certification 
scheme need to have ready access to the best and most up-to-date scientific information 
on vaccine effectiveness especially in relation to new variants and the limitations of the 
various vaccines.  
 
Moreover, digital vaccine certificates should never become an actual or de facto 
requirement for exercising fundamental rights and governments must refrain from using 
COVID-19 as an excuse to expand mass or targeted surveillance practices. So, policy-
makers need to identify some settings (such as essential public services, public transport 
and essential shops) where COVID-status certification should never be required. 
Therefore, these passports must align with national and international legal norms 
upholding principles of fairness, transparency and lawfulness, purpose specification, 
minimisation (necessity and proportionality), accuracy, storage limitation, and 
confidentiality and integrity. In other words, the immunity passport infrastructure needs 
to be dismantled once the pandemic is over and clear sunset clauses should be 
introduced in order to safeguard the temporary character of such passports. 

 
Concluding remarks 
 
The current vaccine passport debate is complex, encompassing a range of different 
proposed design choices, uses and contexts, as well as posing high-level and generalised 
trade-offs, which are impossible to quantify given the current scientific evidence base. As 
the use of the same certification data could grant privileged and exclusive access to 
rights thus creating risks of discrimination, policy-makers and regulators alike need to 
make sure that the uses of immunity passports must be clearly articulated and that the 
certificates pass the test of proportionality and ethical acceptability.  
 
The release of these certificates as a technological solution should not be seen as a 
comprehensive approach to the identification of peoples’ health status and the 
respective shaping of their freedoms. Instead, they should be seen only as one of out of 
several public health measures that need to be taken so as to help societies open return 
to some form of normalcy. Their implementation will require ethical justifications and 
legal solutions that need to strike the right balance between data privacy, human rights, 
public health and economic interests. It should also entail the management of the risks 
associated with the creation of a new distinction between individuals based on their 
health status which may also going to  be used to determine the degree of freedoms and 
rights individuals may enjoy. Therefore, public authorities should foster a shared and 
trusted global vaccine certificate that will prevent all possible harms and threats 
including exclusion, discrimination and profiling by designing it from a public health 
angle rather than a travel perspective. 
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