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PREerace

This Guide is intended for those less familiar with the online gaming ecosystem and seek to better
understand how it functions. It provides foundational knowledge alongside a broader perspective of
the environment in which this ecosystem functions and the many nexuses it intersects with. It presents
a multilayered framework explaining how risks may emerge under specific conditions and concludes by
focusing on strengthening resilience through literacy, proportionate governance, shared responsibility,
and practical reflection tools.

The Guide begins with the broader picture: the multilayered ecosystem of vulnerability within which
young people live and gaming operates. It explores how online gaming has evolved into a social space
of identity formation and how, under certain conditions, extremist actors may attempt to exploit this
environment. Gaming is approached not as an isolated domain, but as a microcosm of society, reflecting
its tensions, inequalities, polarisation, and technological transformations.

PaRrRT a

Part A outlines how the issue of radicalisation and extremism in the online gaming ecosystem is already
being institutionally addressed by Law Enforcement Agencies, alliances between industry and civil
society, technological partners, and regulatory initiatives such as the Digital Services Act. Broader
European Union initiatives aimed at strengthening youth protection, advancing privacy-preserving
age-verification mechanisms, promoting digital literacy and critical thinking skills, and supporting the
mental health and overall well-being of young people would mutually reinforce and operationalise
these efforts.” In addition, Part A provides the working definitions of radicalisation and extremism
used across the GEMS project, introduces the emergence of “com” or “comm” networks, and offers

a conceptual overview of the digital gaming ecosystem. While digital gaming has become a shared
cultural reference point across generations, understanding its structural, cultural, and sociotechnical
particularities requires deeper analysis. This broader framing supports balanced and proportionate
discussions of risk, avoiding both alarmism and dismissal.

ParRT B

Part B presents the analytical framework of the Guide. It explains how escalation, when it occurs,
emerges through the interaction of content, behavioural reinforcement, structural features, and cross-
platform pathways. It maps recurring narrative and behavioural clusters without treating them as
inevitable or widespread. The emphasis is on clarity: risks are layered and conditional, and most users
do not radicalise.
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PaRT C

Part C shifts from explanation to action. It emphasises literacy, proportionate governance, and shared
responsibility across platforms, educators, families, civil society, and young users themselves. Resilience
is framed not as restriction or surveillance, but as strengthening critical thinking, civic grounding, and
healthy community norms.

PaRT D

Part D provides practical reflection tools. These structured prompts help parents, educators, and
young gamers distinguish between normal gaming culture and signs of layered risk convergence. Their
purpose is early awareness without alarmism.

Across all four Parts, the central message remains consistent: gaming does not create extremism. Under
specific layered conditions, it may be exploited. The objective of this Guide is informed awareness,
calibrated response, and the preservation of the overwhelmingly positive social and developmental
value of gaming.

1//1//7//777

What This Guide Is About

As mentioned before, this Guide does not argue that gaming
causes extremism, nor does it portray gamers as inherently
vulnerable or suspect. It starts from the evidence-based
position developed within the GEMS project: gaming is a
complex social ecosystem, overwhelmingly positive and
meaningful for most participants, yet not immune to misuse by
extremist actors who adapt to digital youth cultures.

1///7///777//

The purpose of this Guide is therefore not restriction, alarmism, or blame. Rather, it seeks to provide
clarity, proportion, and practical understanding. Specifically, it aims to:

« Explain how risks may emerge in layered digital ecosystems, where games, communication
tools, streaming platforms, and gaming-adjacent spaces interact.

» Show how escalation can occur under specific conditions, without assuming linear or
inevitable radicalisation pathways.

« Increase awareness without promoting moral panic, grounding discussion in evidence rather
than sensational cases.

« Avoid blaming users or communities, recognising that the vast majority of players reject
violence and extremism.

« Support resilience through literacy and proportionate response, strengthening critical
thinking, community norms, and informed intervention rather than advocating blanket
restriction.
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BILLION

PEOPLE

3/4+AREADULTS| | 4
AVERAGE AGE IS ll.-'

31 IN EUROPE 36 IN THE USA

UNDERSTANDING THE DEMOGRAPHICS
REALITY OF THE GAMING SPACES

A key takeaway for parents and educators is that online gaming is no longer a predominantly child-centred
environment. Globally, approximately 3.3 billion people play digital games. Around 80% of them are 18 years
or older. In Europe, roughly three-quarters of players are adults, with an average age of approximately 31. In
the United States, the average gamer is 36 years old, and more than three-quarters are adults.?

In other words, unless a game is explicitly designed and maintained as a youth-only environment, most
gaming spaces function primarily as mixed-age or adult-dominated environments.

This demographic reality matters. It means that young people entering online gaming spaces are often
interacting within environments shaped largely by adult norms, humour, discourse styles, and sometimes
adult-level political or ideological discussions. Age-verification and age-assurance mechanisms do exist
across platforms, but their implementation and effectiveness vary significantly.

The overwhelming majority of gaming experiences are creative, social, and constructive. The aim of this Guide
is not to constrain those spaces, but to understand them well enough to protect them.
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IMTRODUCTIOM

Online gaming is no longer a niche leisure activ-
ity, confined to a small subculture, as mentioned
above. According to the Video Games Europe -
2024 Key Facts Report, 54% of Europeans aged
6-64 play video games, generating €26.8 billion
in revenues in 2023. Player communities are vast
and diverse: Germany counts 35.9 million players,
France 30.8 million, Spain 22.1 million, the United
Kingdom 25.5 million, and Italy 14 million. Europe’s
gaming population has grown from 118.3 mil-
lion in 2020 to 128.3 million in 2024. The average
player age is 31, and 45% of players are women.?

This scale and demographic breadth demonstrate
that gaming is not a marginal youth hobby but a
mainstream, cross-generational social infrastructure
embedded in everyday European life. It is a global
social ecosystem where millions of children and
adolescents interact daily: where they play, social-
ise, meet friends, chat with known or unknown per-
sons, are exposed to new and unfamiliar narratives,
move instantly between platforms and channels,
and connect across different parts of the world ,all
from the comfort of their room, in front of a screen.

A bedroom door closes, a screen lights
up, a headset goes on.

From the outside, someone appears to
be “just playing a game”.

Inside this networked environment, however, players are navigating
a dense architecture of interaction, absorbing narratives,
participating in cultures, that those outside the ecosystem may
neither see nor easily understand.
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This is particularly important
for young people who may not
recognise when interaction
shifts from ordinary play to
more subtle forms of grooming,
manipulation or ideological
influence. Understanding this
shift requires stepping back.

<N

For most users, gaming experience is positive.
Gaming does foster creativity, teamwork, strate-
gic thinking, resilience and belonging. However,
because gaming today operates within a broader
digital environment characterised by algorithmic
amplification, fragmented publics, polarised dis-
course and rapid information flows, it also reflects
and sometimes magnifies societal tensions. Under-
standing the risks associated with online gaming
therefore requires first understanding the ecosys-
tem in which it functions and the broader mac-
ro-level conditions that shape youth identity, uncer-
tainty, and digital interaction. Second it requires an
understanding of how risks can emerge and evolve
within them (Part B), and what practical, balanced
actions parents, educators and communities can
take to support young people (Part C).

(DF!ESS STEF!T>
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The Broader Picture: A Multilayered
Ecosystem of Vulnerability

Across the globe, children and young people are
navigating an era of profound uncertainty. Analyses
by international organisations consistently demon-
strate how inequalities, learning disruption, fragile
transitions into employment, mental health strain
and geopolitical instability shape the experience of
growing up.*

There is a paradox at the heart of this generation’s
experience: Young people report being connected,
yet unsupported, informed, yet uncertain, surround-
ed by opportunity, yet unsure how to access it.

Superimposed on these pressures is a digital reali-
ty that has become inseparable from everyday life.
Socialisation, entertainment, identity exploration
and civic expression are now mediated by networked
technologies whose architectures influence visibility,
belonging and recognition.

Recent OECD evidence shows that adolescents’ sus-
ceptibility to online harms is shaped not only by their
online experiences but also by broader developmental,
social and emotional factors. Vulnerabilities emerge
through the interaction of family, school, communi-
ty and digital environments and differ between girls
and boys. While girls report significantly higher levels
of anxiety, depression, loneliness, body image con-
cerns and exposure to online harms, boys are more
likely to experience academic disengagement, exter-
nalising behaviours, aggression and risk-taking, while
also being less likely to seek help because of restrictive
masculinity norms. Recognising these different devel-
opmental pathways is essential for understanding how
some young people may become more susceptible
to manipulation, harmful communities and extremist
exploitation within digital ecosystems.’

Opportunities for creativity and learning
coexist with exposure to harassment,
manipulation, misinformation and
harmful communities. Risks raregl a|ct)pear
in isolation. They accumulate and interact

aAClroOsSS.

- Personal vulnerabilities
* Peer group dynamics

e Cultural

117717777774/

- Platform architectures

This accumulation forms what can be described
as a multilayered ecosystem of vulnerability and
online gaming operates within this environment,
not outside it.
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1.1. Gaming as
and ldentity Formation Arena

Digital games have become central social environ-
ments for young people. They are not merely spaces of
entertainment.

They are spaces where friendships
are formed, identities are explored,
hierarchies are negotiated, and
communities are built. ©

Multiplayer infrastructures, voice and text chats, live
streaming cultures and cross-platform migration
routes create dense social networks where trust can
be built quickly and influence can travel rapidly.

For the overwhelming majority of young people,
these spaces are positive, creative and meaningful.

However, the same features that foster
community can also be exploited by

actors who seek to:

* Normalise hate

« Cultivate grievance narratives
« Embed exclusionary humour

+ Reward transgression

+ Gradually guide susceptible users

toward more extreme milieux

Radicalisation in such contexts is rarely abrupt.
It often unfolds through incremental exposure,
humour, irony, shared symbols, competitive dynam-
ics and the promise of belonging or recognition. It is
interpretative rather than mechanical.

Gaming does not “cause” extremism. Research
on radicalisation cautions against linear or sin-
gle-cause explanations. What is required instead is
a more refined analytical perspective that recognis-
es gaming environments as social, cultural, and rela-
tional spaces.

The GEMS project contributes to the development
of such a perspective. The emerging sociology of
gaming, developed in GEMS project, examines
identity formation, community dynamics, platform
affordances, and digital youth cultures within these
ecosystems.

4L\
o § i ; ]

Digital games have become central social environments

for young people.

Evidence indicates that extremist actors have demon-
strated the capacity to adapt to digital youth cul-
tures, borrowing gaming aesthetics and embedding
narratives within mainstream conversations.

Evidence also showed that toxicity is not equivalent
to extremism, but it can function as an ecosystem
condition that reduces friction for extremist signal-
ling. Toxicity does not automatically transform users
into extremists, nor does it equate to ideological
commitment. However, when dehumanising lan-
guage, misogynistic tropes, racist slurs or exclusion-
ary humour become routine and socially tolerated,
they can gradually recalibrate what is perceived as
acceptable discourse within a community .

—

14



Recommendation systems, engagement
metrics and cross-platform migration
between games and third-party
communication tools can unintentionally
amplify divisive or extremist content.

N /

1.2. Evidence from the GEMS Project

The GEMS project drew upon three complementary strands of evidence: a large-scale survey of 1,500 multiplay-
er gamers, research identifying four key “gaming points” where vulnerabilities and radicalisation risks may con-
centrate, and a quantitative analysis of extremist content across five major gaming and gaming-adjacent plat-
forms covering more than 63 million posts.” Together, these findings point to a consistent conclusion. While hate
speech, discriminatory language, and toxic interactions are encountered by many players across online gaming
environments, gamers overwhelmingly reject political violence and extremist ideologies. The evidence further
suggests that risks are not primarily located within games themselves, but may emerge across the wider gaming
ecosystem, including third-party communication platforms, gaming-adjacent spaces, physical gaming venues,
and environments where harmful behaviours become normalised and resistance to more extreme narratives
may be reduced.

The findings provide important insights into how vulnerabilities may emerge, become normalised, and, under
specific conditions, be exploited across parts of the wider gaming ecosystem. In particular, the evidence suggests
that:

« Extremist discourse across gaming-related plat-
forms frequently manifests not as overt propagan-
da, but through discriminatory language embed-
ded in everyday interaction. Rather than appearing
immediately as explicit ideological messaging,
extremist framing often circulates in fragmentary,
ironic, or informal forms within ordinary community
exchanges.

« Anti-LGBTQ+, racist and misogynistic language
dominated extremist discourse datasets. In addi-
tion to anti-Black racism and antisemitic narratives,
the dataset also included ethnonational hostility

directed at specific developer communities, including
collective blame framing and geopolitical resentment
expressed through gaming discourse.

» Violent misogynistic content was particularly visible
within incel-aligned spaces, alongside exclusionary
rhetoric advocating the removal of women or minorities
from gaming environments. In isolated cases, real-world
attackers were referenced or aestheticised in gamified
ways. For example, criticism of perceived “woke gaming
culture” often evolved into antisemitic conspiracy nar-
ratives. Importantly, hate speech can become routine
within certain communities.

15
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« This process of routine normalisation constitutes
a decisive community-level vulnerability. When dis-
criminatory language is repeatedly trivialised as
humour, banter, exaggeration, or background “toxic-
ity,” thresholds of acceptability gradually shift. What
once provoked discomfort becomes background
noise. What was initially ironic becomes habitu-
al. Over time, the moral baseline of the community
adjusts. This normalisation process does not mean
that most participants adopt extremist ideology,
the evidence clearly shows they do not. However, it
reshapes the cultural environment in subtle but con-
sequential ways, making it more permissive to ide-
ological escalation and lowering resistance to more
explicit framing when it appears.

« Extremist actors rarely establish “extremist gaming
communities” from scratch. Instead, they primarily
congregate within pre-existing gaming fora, capital-
ising on shared interests, humour cultures, grievance
narratives, and identity bonds.

They do not replace gaming culture, they
embed within it. This distinction is critical.
The vulnerability does not arise because
gaming communities are inherently
extremist, but because pre-existing cultur-
al normalisation, including the routinisa-
tion of discriminatory language and uneven
moderation, can lower resistance, for some
users, to more explicit ideological framing
once it is introduced.

Gender as a Cross-Cutting Theme in Gaming Ecosystems

Gender emerged as one of the strongest cross-cutting themes across the GEMS evidence base.? Questions relat-
ing to gender, identity, representation, belonging, and inclusion appeared repeatedly across discussions of
gaming cultures, online interactions, community dynamics, harassment, and, in some cases, pathways associat-

ed with radicalisation and extremism.

Misogyny, Grievance Narratives and Extremist Ecosystems

Across some extremist and extremist-adjacent gaming-related spaces, misogyny appeared as a

recurring theme. Examples included:

« harassment and objectification of women;

« violent misogynistic narratives and fantasies;

« discussions of sexual violence in gaming-related contexts;

- incel-related narratives portraying women as responsible for male disadvantage or exclusion;

« hostility towards women, minorities, and increasing diversity within gaming environments.

In some cases, debates surrounding so-called “woke gaming” evolved beyond discussions about
games themselves and became intertwined with broader misogynistic, anti-LGBTQ+, antise-
mitic, or conspiratorial narratives. Anti-women discourse, hostility towards LGBTQ+ communi-
ties, opposition to diversity initiatives, and exclusionary interpretations of gaming culture also
appeared among the recurring patterns observed within some extremist ecosystems.

16
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Gender, Identity and Gaming Culture

Questions of gender have long been part of wider discussions about gaming culture. Attention
has been given to topics such as:

« the Gamergate® controversy and its significance for understanding the intersection of gaming,
online harassment, and anti-feminist mobilisation;

« gaming masculinities, toxic masculinity, and the role of gender identities within some gaming
communities;

« sexism in gaming culture, including stereotypes surrounding women and the representation
of female characters;

« gender stereotypes and the hypersexualisation of women in games;

« gender discrimination within parts of the gaming industry and wider gaming ecosystem.

At the same time, evidence suggests that these issues are often more complex than public
debates imply.

The evidence also suggests that environments characterised by persis-
tent misogyny, hostility towards minorities, normalised harassment, and
exclusionary humour may become more permissive to extremist actors
seeking receptive audiences.

Gendered Experiences in Gaming Communities

Survey findings from 1,500 multiplayer gamers provide additional insight into how gaming envi-
ronments are experienced by different groups of players.'°

: 4

of respondents identified identified as fe
as male;

Ximately
1% 1%

of fe (approximately) of male players.

While the reasons behind these differences require further investigation, the findings suggest
that women may experience certain forms of online hostility more frequently than men. Misog-
yny was also among the most frequently witnessed forms of hateful behaviour reported by
participants.
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1.3.

Diversity and Inclusion

The evidence also challenges the persistent stereotype that gaming is primarily a male activi-
ty. Across multiple studies, gaming participation was found to be close to gender parity, with
women representing approximately 46-48% of gamers in some datasets. These findings high-
light the increasing diversity of contemporary gaming communities and suggest that traditional
perceptions of gaming as a predominantly male space are increasingly outdated.

Alongside these trends, a growing number of initiatives seek to promote inclusion, participa-
tion, and safer gaming environments, including organisations dedicated to supporting women''
and other underrepresented groups within gaming communities and the gaming industry.

Gaming Through the Eyes of Gamers

INSIGHTS FROM THE GEMS SURVEY OF 1,500 MULTIPLAYER
GAMERS*

The Benefits Gamers Describe

When asked why they play, gamers consistently pointed to enjoyment, connection, and a sense
of relief from everyday pressures.

1. FUN AND ENJOY

At its heart, gaming
and entertainm
all age groups
ment, and a we

identified fun
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“I like playing video '
ic_;ames because they are | __
un and relaxing. They v
help me forget stress, -
and | enjoy exploring - -
new worlds, solving
challenges, and playing *

with friends online.” _ A\
(Non-binary:-18, Europe) B

Ny e e pemer) = cometra mat 4 makes me be me.
(Male, 18-24, Europe)

2.SOCIAL CONNECTION AND FRIENDSHIP

Nearly one-third of respondents (31.4%) identified social connection as a primary reason for
gaming, rising to 42% among group players. For many young people, gaming is an important
way to build and maintain friendships, especially across distances or when in-person socialising
is limited.

“Because | like to watch movies,
but being part of them is better.
Moreover, with online games | can
spend time with my friends, even if
they're miles away from me."

(Male, 26, Europe)

19
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“To chat with other likeminded
people who understand and
share the same passion. It
creates a sense of belonging.”
(Female, 30, Europe, With Others)

“It's a way to escape
and connect with
like minded people.
Two things | need.”
(Male, 49, Europe, Alone)

For some young people, particularly those who are
neurodivergent, socially anxious, or living in rural
areas, that is, gaming provides social opportunities
that offline life does not easily offer.

“I feel they can get
ﬁeocfle through really
ard times, and also

help i)eople with
socia anxiety meet
new people!

(Male, 28, North America)

20
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3. RELAXATION, STRESS RELIEF AND MENTAL HEALTH SUPPORT

Another 31.4% of respondents reported playing for relaxation and stress relief. For many,
gaming provides a way to unwind, recharge, and take a break from everyday pressures. Whether
after school, work, or a difficult day, gaming can serve as a form of emotional regulation and a
healthy outlet for relaxation.

“The escapism is therapeutic.”
(Other/Complex, 31, Europe)

“Just to ease up some nerves
after work."
(Female, 25, North America)

“Time flies when I'm

?aming. It's the only time |
ruly stop worrying."

(Female, 31, Europe, With Others)

“I'm too ill to do sports
so this is my thing."
(Female, 40, Europe)

21
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4. CHALLENGE, GROWTH & COGNITIVE BENEFITS

More than a quarter of respondents (27.3%) play for challenge and mastery, while 23.1% cite
cognitive benefits. Far from being passive, many games require problem-solving, strategic think-
ing, quick decision-making, and persistence.

“Pla in%video games requires
you to think about what you're
doing which means that it
strengthens your mind."

(Male, 29, Europe)

“I like immersing
myself in a different
world. It's similar
to reading but as

someone with ADHD v -

it's easier for me.”
(Male, 30, Europe)

5. FAMILY CONNECTION AND INTERGENERATIONAL BONDING

Gaming canalso bring generations together.When parents and children play together, watch each
other play, or simply talk about games, gaming can become a shared experience that strength-
ens relationships, creates opportunities for conversation, and fosters mutual understanding.

“I like to play games because it brings
me so much joy and connection with
my child. | wanna understand the
things she play and if it's safe.”

(Female, 37, North America)

22
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The Other Side of the Story: Challenges Worth
Understanding

The same spaces that offer connection, creativity, learning and fun can also present challenges.
Understanding these realities helps us support and protect young people without unfairly por-
traying gaming as a problem.

1. TOXICITY AND THE NORMALIZATION PROBLEM

44.3% of gamers in the study said their main response to toxicity is to do nothing, they have
learned that reporting rarely leads to visible consequences. This is not because they don't care;
itis learned helplessness.

“There’s almost nothing that can be
done. We're mature folks and | cherish
peace in any environment I'm in. So we
just ignore it.”

(Female, 23, Targeted)

“Toxic behaviour often goes unchecked
because players feel reporting doesn't
lead to meaningful action.”

(Male, 30, Targeted)

This normalisation is especially concerning because it can make harmful behaviour feel like “just
how gaming is.”

23
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2. GENDERED EXPERIENCES & THE AVOIDANCE TAX

(The term “avoidance tax” does not refer to a financial cost, but to the social,
emotional, and practical burden of adapting one’s behaviour to reduce exposure
to harmful experiences.)

Girls and women often experience gaming differently from boys and men. While motivations are
similar, some female players report that voice chat can become a source of unwanted attention,
harassment, or discriminatory comments once a female voice is recognised.

“It's easy to play if you remain silent
or neutral, non speaker, otherwise
being perceived as a woman
changes the dynamics, specially
with very young players, in a very
bully way.

(Female, Targeted)

“Being called wh***
words... targeted as
being useless and not
belonging.” (Female, targeted)

24
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As aresult, many girls and women mute themselves, play solo, or stick to trusted friends. In doing
so, they pay an “avoidance tax” that can reduce the social connections and sense of community
that gaming is meant to provide.

3. RADICALIZATION RISKS & OFF-PLATFORM PATHWAYS

A less common but serious concern is the exploitation of gaming spaces by harmful actors. In
the GEMS survey, 5.7% of respondents reported receiving hateful invitations. The most common
pathway is in-game contact moving to third-party platforms, where private communication can
facilitate grooming, ideological influence, or recruitment attempts.

“It can be quite a cesspool of
dangerous ideas. Most people use it
as an avenue to test the popularity of
their bad ideas or seek validation of it."
(Male, 40, North America, Online multiplayer, Received
suspicious invitation)

“As is said, there is a disturbing
amount of predators that are
not regulated AT ALL. Someone
needs to bring attention to this.
Especially on Discord.”

(Female, 40, Europe, Online multiplayer)

Important context: Most players never encounter these experiences. However, the risk exists,
and the same social features that create friendship and community can also be exploited. The
GEMS survey found that players who believe platforms should take responsibility for tackling
harmful behaviour show lower support for violent action, suggesting that trust in institutions
can be a protective factor.
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4. THE“NOTHING” RESPONSE & GENERATIONAL NORMALISATION

34.5% of gamers reported that they disliked “nothing” about gaming. This may simply reflect
high levels of enjoyment and satisfaction. At the same time, researchers suggest that in some
cases repeated exposure to toxic behaviours can lead to desensitisation, making certain forms
of harmful conduct seem normal or unremarkable.

“It's difficult to police a live
environment. People are %oing to have
horrible opinions, | don't think that can
be stopped.”

(Male, 28, Europe, Online multiplayer)

Hope & Resilience: What the Data Also Shows

The study did not only document challenges. It also revealed strong signs of resilience and iden-
tified several factors that may help protect players from harmful influences and support positive
gaming experiences.

“Despite the toxicity as a whole I still
enjoy video games deepl)(‘because I
have made lots of friendships with it."
(Female, 25-34, Europe, Targeted)

Players who had personally experienced harassment were more likely to value social connection
and support stronger platform governance. Rather than disengaging, many adapted and contin-
ued participating in the communities they valued—a pattern researchers termed the “Targeted
Resilience Paradox.”

The study also found that players who advocated for inclusive gaming communities showed the
lowest willingness to support violent political action, suggesting that inclusive norms may serve
as an important protective factor.
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1.4. The Patterns, at a Glance

RacIST anb misoGyny ano "woKe Gaming”

eTHNnonaTIoNnaw INceL-acticneD anD cuLTuRaL

narraTives narraTives GRievance
FRames

Racist and Ethnonational Narratives

Anti-Black Racist Slur Usage
Anti-LGBTQ+ Slur Normalisation
Antisemitic Conspiracy Narratives

Ethnonational Hostility Toward Developer Communities (including anti-Chinese / anti-Asian
geopolitical resentment framed through gaming discourse)

Collective Ethnic Blame Narratives in Gaming Discourse (attribution of cultural decline or
“ruining gaming” to specific national or ethnic groups)

Demographic Anxiety and Replacement Narratives (where present in ERW discourse)

Misogyny and Incel-Aligned Narratives

Generalised Misogynistic Dehumanisation
Violent Misogyny and Endorsement of Gender-Based Harm
Incel Grievance Escalation Framing

Exclusionary and Expulsion-Oriented Framing (including removal of women or minorities
from gaming spaces)

Gender Hierarchy and Inferiority Framing

“Woke Gaming” and Cultural Grievance Frames

Anti “Woke” Gaming Culture Narratives
Anti-Diversity Representation Framing
LGBTQ+ Visibility as Conspiracy Framing

Cultural Decay and Gaming Corruption Narratives
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vioLence-ReLaTeD nNoRMaLIsaTIon PLaTFORM evenT-DRIvVen
anb GamiFIieD anD DISCURSIvVe BeHaviourRaw escacLaTion
escacLaTion mecHanIsms anbD GoveRrnance Dynamics
PaTTERNS Dynamics

Violence-Related and Gamified Escalation Patterns

« Gamified Violent Role-Play in Sandbox Environments
« Re-enactment or Simulation of Real-World Attacks

«  Aestheticisation of Mass Violence

« Gamified Glorification of Real-World Attackers

«  Threat Amplification Around Gaming Events

Normalisation and Discursive Mechanisms

«  Slur Usage as Default Mode of Address
+  Humour-Based Dehumanisation

+ lIrony-Embedded Extremist Framing

« Meme-Based Narrative Diffusion

« Fragmentary Ideological Signalling

« Discursive Familiarisation with Dehumanising Language

Platform Behavioural and Governance Dynamics

«  Prolific User Amplification Patterns

«  Cross-Platform Narrative Migration

«  Mainstream Exposure Risk in Mixed Gaming Communities

« Ideological Reinforcement Through Platform Moderation Dynamics
« Uneven Moderation Enforcement

«  Suppression or Deletion of Dissenting Posts

Event-Driven Escalation Dynamics

« Extremist Narrative Surges Around Game Releases
« Narrative Peaks Around Gaming Awards or Industry Events

« Grievance Amplification Triggered by Trailers or Announcements
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1.5 Institutional Recognition and Response: Gamers Are
Targets of Extremist Trolling and Recruitment

The issue of radicalisation within the online gaming ~
ecosystem is institutionally recognised, and con- i =

crete actions are already underway. Across Europe

and internationally, governments, public institu-
tions, law enforcement agencies, industry alliances
and technology companies are responding to the

exploitation of gaming environments by extremist
actors.

Europol and partner countries combat online
< radicalisation on gaming platforms

This response reflects an important shift: gaming
is no longer viewed merely as entertainment, but e £ Email Aleriz
as part of a broader digital ecosystem that inter- BB
sects with security, youth protection and online
governance.

European Law Enforcement Attention

European police authorities increasingly recognise
that gaming platforms may intersect with extrem- ' .
ist networks, particularly where integrated commu-
nication tools and cross-platform ecosystems are
involved. -

L35 4
+*

aQ

In November 2025, Europol supported eight Euro- 3
pean countries in a coordinated operational action . )
targeting extremist content shared on gaming and

gaming-adjacent platforms.’”> During this referral 5

7L

ge

action day, experts identified and referred thousands o

of links connected to terrorist, racist and xenophobic T c [ - ]
material. R - : o
« The content included jihadist propaganda, violent i: . a ‘

right-wing extremist material and racist and xeno- | B
phobic messaging.

: B
« In some cases, extremist actors recorded gameplay | B '
scenes, reenacted violent attacks in virtual environ- 1

ments, edited the footage with extremist chants, slo- -

gans or symbols, and subsequently redistributed this =

material across mainstream social media platforms in 3¢
order to expand its reach. -

?l

These patterns demonstrate what this Guide w e F
describes as the layered ecosystem dynamic. Dissem- o ‘
ination chains did not remain confined to one game -
or one platform. Instead, they moved fluidly across .
gaming platforms, streaming services, community
fora and social networks. § !

Fd

|
caps lock

The misuse was therefore not limited to a single
technological environment or content type. It
reflected a broader pattern of cross-platform
adaptation, where extremist actors strategically
exploit the interoperability of digital ecosystems.
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International Alliances

Responses are not limited to law enforcement. The
Global Internet Forum to Counter Terrorism (GIFCT)
is an industry-led initiative originally formed by
major technology companies to prevent terrorists
and violent extremists from exploiting digital plat-
forms. Through shared hash databases and coor-
dinated response mechanisms, the initiative facil-
itates the early detection and removal of terrorist
propaganda before large-scale dissemination.
ENgaGe, a Pan-European network bringing togeth-
er European Police Authorities (EPAs), the gaming
industry, gamers, civil society, researchers, and aca-
demics. Together, they aim to combat extremism in
the online gaming community.”

Within the gaming sector specifically, initiatives such
as Fair Play , now called Thriving in Gaming Group
alliances aim to promote healthier online environ-
ments, reduce toxicity and prevent the exploitation
of gaming communities by harmful actors.™

These industry collaborations reflect an important
acknowledgement: safeguarding is not only a regula-
tory obligation but also a practical necessity for main-
taining trust, user safety and platform sustainability.

Industry and Technology Partnerships

Beyond alliances, major gaming and technology
companies have invested significantly in internal
and external risk management mechanisms. These
include the expansion of trust and safety teams, the
deployment of Al-based content detection tools,
behavioural analysis systems capable of identifying
coordinated harmful activity, and cross-platform
intelligence sharing mechanisms.

In addition, companies increasingly engage in exter-
nal auditing and red-teaming exercises. In such
exercises, independent experts are tasked with
stress-testing platforms in order to identify potential
vulnerabilities. Red teams simulate how extremist
actors might exploit communication systems, mod-
eration gaps or specific game mechanics.

These collaborations between technological compa-
nies, researchers and law enforcement agencies rep-
resent proactive risk management rather than reac-
tive crisis response.
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1.6 Regulatory Context

’

At the regulatory level, the European Union has

iy developed an integrated, multilevel and multistake-

' }“‘\ holder approach to preventing online radicalisa-

B tion. Central to these efforts is the Digital Services

Act, which applies to large online platforms, includ-

ing those relevant to gaming ecosystems. The DSA

requires major platforms to assess and mitigate sys-

temic risks, including the dissemination of illegal
hate speech and extremist content.'

l

I ¥

Itintroduces strengthened transparency obligations,
clearer notice-and-action procedures, independent
oversight mechanisms and safeguards for funda-
mental rights. Importantly, it reinforces “safety by
design” principles, particularly significant for plat-
forms hosting large numbers of users under the age
of 18. The DSA therefore forms part of a broader EU
framework that integrates regulation, enforcement,
platform responsibility and youth protection into a
coherent governance architecture.

|

i
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What Do We Mean by Extremism?
What Is Radicalisation?

The following definitions below are drawn from the GEMS Glossary of Key Terms
and Concepts and are reproduced here for conceptual clarity and terminological

consistency.'®

BTREMISM

“Extremism, an umbrella term for
numerous ideological movements
fundamentally in opposition to a society's
mainstream political and/or ethical
values. At its most basic it is characterized
by the creation of a distinct in-group in
opposition to an out-group, adherence
to anti-pluralist ideologies, and often,
though not always, the promotion of
violence, typically by non-state, irregular
actors (see Violent Extremism).

-

BDICALIZATION

“Radicalization, a complex process
metaphorically described as ‘what
goes on before the bomb goes off!
Radicalization encompasses a series of
psychological, social, and ideological
developments by which individuals or
groups adopt extremist views, which
may not always involve violence. This
process involves multi-dimensional
changes, including shifts in belief
systems, attitudes, and behaviours, that
deviate significantly from dominant
societal norms. Moreover, each process
appear as distinct, reflecting the unique
circumstances and influences of those
involved. Within academic circles, it is
also a contested term, with the central
issue being whether radicalization
denotes a process towards extreme
ideas, or extreme behaviour."

BBLENT EXTREMISM

“Violent Extremism, a type of extremism
which advocates for or condones the use
of force and violence towards fulfilling the

REMIST
COURSE

“Extremist Discourse, the use of
language held by people when
expressing their extremist
views. Relative to regular
samples, extremist discourse is
marked, among other aspects,
by the higher use of first and
third person plural pronouns,

a more negative tone, and
overall increase usage of words
related to negative topics. In
addition, there is a tendency to
use discursive resources such
as hate speech, otherness, and

¥ 7 BEFINITIONS

TO GET FAMILIAR WIdH by

movement's goals.”

LENT
DICALIZATION

“Violent Radicalization, a type of

war narrative to convey actions
and ideas toward others'”

‘REMIST
RATIVES

ent Radicalization, a type of

radicalization defined by the EU as ‘the
phenomenon of people embraci
views and ideas which could le:

terrorism.

——

B RUITMENT

“Recruitment, generally refers to the
process of incorporating individuals

into a group. Specifically, in the realms

of terrorism and extremist studies, it is
defined as the process by which individuals
are integrated into extremist groups or
terrorist organizations. This process is
highly specialized, often involving the
identification and targeting of individuals
who are susceptible to influence. It
includes a tailored approach of influencing,
persuading, or manipulating them to adopt
extremist ideologies and, in some instances,
to participate in terrorist activities. Crucially,
the success of recruitment within violent
extremist organizations depends on

the effective attraction and selection of
organizational members.”

radicalization defined by the EU as ‘the
phenomenon of people embracing opinions,
views and ideas which could lead to acts of

m

terrorism.
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The Digital Gaming Ecosystem

The “digital gaming ecosystem,” as defined in the GEMS, serves as an umbrella term for a wide range of
interconnected activities (both online and offline) broadly associated with what is commonly referred to
as “gaming culture.” This ecosystem encompasses games (whether computer, mobile, console, or hybrid),
in-game communication platforms, streaming services (e.g., Twitch, Discord), social media, gaming-related
news outlets, and cultural events (such as conventions and tournaments). While these are sometimes classi-
fied as gaming or gaming-adjacent spaces."’

A typical gaming interaction may begin inside a multiplayer match and quickly extend beyond it into a voice
chat, a Discord server, a Twitch stream, a Reddit thread, a Telegram group, or private messaging channels.

The ecosystem typically includes:

: BOC
= ,;d' " The game platform itself
; (console, PC, mobile).
I

7 = J l\:«., |
In-game communication . Li,ve\streaming platforms
systems (text chat, voice . | such as Twitch and
chat, direct messaging) \ YouTube Gaming

) 4 f'
o Fh vr
Colr;nmtlx)nity p(liatforms Social meﬂia a)r??liﬁtcation
such as Discord servers; aces such as X, Instagram,
THE CamiNG | **Sok'and Reddi
ecosysTem
*
File-sharing or rﬁod Encrypted or semi-
repositories private messaging
applications
Monetisation systems Influencer
(microtransactions, skins, ecosystems and
digital currencies) contént creators

These elements are not isolated.
They are interconnected layers
of a single ecosystem.
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A joke made during a live match Content, influence and relationships move fluidly
. . across these layers. As a result, the gaming eco-

may Pe Cllpped on T\)f”tCh’ S_hared system blurs traditional boundaries:

on TikTok, debated in a Discord

server and reframed in a Reddit

thread.

+ «Between play and social networking.

« «Between entertainment and performance.
« «Between public and private interaction.

+ +Between local exchange and global reach.

A modification created for a Gaming environments therefore function simul-

: : taneously as social spaces, identity laboratories,
mainstream game may circulate performance arenas, cultural production hubs

through file repositories and then and economic marketplaces. Understanding this

be promoted across social media layered architecture is essential for understand-
ing both opportunity and risk.
platforms.

The Journey Beyond the Game

Many gaming experiences do not end when players leave a match.
Conversations often continue through platforms such as Discord, social
media, streaming channels, fora or messaging applications. Researchers
sometimes refer to this movement from a game to external digital spaces
as “off-ramping” or “platform-hopping.”

Most of these transitions are entirely harmless and support community build-
ing, teamwork, friendships and shared interests. In fact, many players use exter-
nal platforms simply to coordinate gameplay, share content, stay in touch with
friends or participate in fan communities.

However, moving discussions outside the game may also mean entering envi-
ronments with different rules, moderation practices and levels of protection.
Some spaces may be well moderated and community-focused, while others
may operate with little oversight. Being aware of where a conversation is
moving and what safeguards exist in that space is an important part of digital
literacy in today’s gaming ecosystem whether interactions take place online or
eventually extend into offline gaming communities.
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2.1 Special Attention: Gaming Cafes as Hybrid Nodes-

Offline — Online Convergence

While much attention focuses on digital platforms,
parts of the gaming ecosystem remain physically
grounded. Gaming cafés and LAN venues — par-
ticularly in urban areas, function as hybrid social
environments where online play, peer interaction,
and offline community dynamics intersect.

These spaces are not inherently problematic. For
many young people, they offer:

- affordable access to high-performance gaming
« structured social environments
« peer belonging outside the home

However, their structural features differ from home-
based gaming in several important ways.

Structural Characteristics Relevant
to Risk

e Reduced Adult Oversight: Unlike home envi-
ronments, supervision varies significantly across
venues. Staff are often technically focused rather
than trained in safeguarding.

» Peer-Dominated Norm Formation: Social norms
are reinforced face-to-face. If toxic language, exclu-
sionary humour, or grievance narratives become
normalised within a peer group, they may gain
additional legitimacy through offline bonding.

« Account and Device Sharing: Shared machines,
shared logins, and informal device switching can
complicate accountability and age verification.

« Blurring of Public and Private Spaces: Conversa-
tions may begin in public view but quickly migrate
to encrypted messaging apps, private Discord
servers, or closed online groups.

+ Localised Micro-Communities: Repeated phys-
ical co-presence can intensify in-group identity
more rapidly than purely online interaction.

These dynamics, in combination with the layered
risk factors, identified in this Guide — narrative
exposure, behavioural reinforcement, structural
affordances, and cross-platform migration, may
accelerate social bonding around harmful frames.
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2.2. Special Attention: “Com” or “Comm"” Networks

Within this ecosystem, informal and fluid
youth-driven networks sometimes referred to as
“com” or “comm” formations may develop. These
are rarely structured organisations. They are
dynamic, youth-driven clusters that can function
as convergence zones, spaces where multiple
harmful practices overlap, including:

« harassment,
« humiliation rituals,
« sexual exploitation,

« competitive status-seeking and

« the circulation of extremist aesthetics.

Participants often interact primarily with other
young people. Harm may therefore occur
between minors, complicating traditional distinc-
tions between victim and offender.

The Europol working definition is as follows on
a specific group: “This research investigates [...]
group, a decentralized criminal network primar-
ily involved in child exploitation, cyber extortion,
and acts of terrorism. Initially formed online, the
group has evolved into a global network operat-
ing across multiple digital platforms.”®
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A Multilayered Analytical Framework

Online gaming ecosystems are not inherently radicalising environments. For millions of users, they are spaces
of play, creativity, friendship, and learning. However, like all complex digital ecosystems, gaming environ-
ments can contain layered vulnerabilities. Escalation, when it happens, is rarely sudden and rarely confined
to a single platform. It emerges through the interaction of four dimensions.

The content layer concerns T
what circulates: narratives, ]

symbols, memes, frames, and

stylised representations. |

The behavioural layer
concerns how people :
respond together: conformity,
escalation, bonding, targeting,
and withdrawal.

The structural layer concerns o - Ral

what the environment enables:
visibility systems, moderation
architeCture, anonymity, and
ecosystem fragmentation.

STRUCTURAaL

Finally, cross-layer dynamics describe
escalation pathways that move across
all layers, such as grooming, recruitment
migration, and youth developmental

sensitivity. Y
7
Ve
&
~
-
SaE -

/ \ How to Read the Layers Together
Most users do not radicalise and this framework does The layers are analytically distinct but operationally
not imply inevitability. It explains how vulnerabilities intertwined. A hostile narrative (content) has different
may interact under specific conditions, and why resil- effects depending on whether a community challeng-
ience-focused responses are more effective than moral es it, laughs at it, or stays silent (behavioural), and on
panic or simplistic restriction. whether moderation is consistent and visible (struc-

tural). Escalation becomes more plausible when these
\ / factors converge and when cross-layer pathways, such

177111171717 . q g 3
as private migration, grooming, or developmental sen-

sitivity, intensify exposure and bonding.
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Typology of Risk Clusters Across All
Layers (Non-Exhaustive) Q_ /. =

Risks in gaming ecosystems, when rarely emerge, cluster. A narrative fragment, a plat- /

form feature, and a group dynamic may combine into an escalation pathway. / \

The typology below maps recurring clusters across content, behavioural, structural, /

and cross-layer dynamics.

It is not exhaustive and not a checklist for suspicion, Instead, it offers a practical
analytical map derived from GEMS research findings on the patterns that dominate

gaming environments when exploited by extremists.

2.1. Content-Layer Narrative Clusters

These clusters describe what circulates: recurring
frames, storylines, symbolic content, and rhetorical pat-
terns that may appear in gaming chat, forums, stream-
ing culture, memes, or community servers. Often, they
circulate in fragments, under humour or irony, rather
than as explicit ideological statements.

Conspiracy narratives frame complex events as
the result of hidden coordination by elites, institutions,
or secret groups. They offer emotionally satisfying
explanations, identify clear enemies, and invite “insid-
er”identity. In gaming environments, they often appear
through memes or “just asking questions” claims that
slowly normalise distrust and scapegoating.

Misogyny narratives portray women as inferior,
manipulative, or responsible for social decline, often
tying gender hostility to identity defence (“they are
ruining our space”). These narratives can function as
social glue in some subcultures, reinforcing exclusion
and normalising harassment.

Incel and “blackpill” grievance framing presents
romantic or social frustration as structural injustice and
often as irreversible. The risk lies in the fatalism: when
“nothing can change” becomes normalised, resent-
ment can harden, empathy may erode, and hostility can
appear justified.

“Woke gaming” grievance framing turns rep-
resentation debates into claims of cultural warfare,
censorship, or coordinated ideological capture. The risk
is not critique of storytelling. The risk is when critique
becomes a gateway narrative into broader conspiratori-
al or dehumanising frames.

White supremacist and ethno-nationalist
narratives use exclusionary identity politics, hier-
archical views of human groups, or romanticised con-
flict framing. These narratives often circulate through
coded references, ironic memes, or symbolic short-
hand rather than overt slogans.

Jihadist extremist narratives frame violence as
religious duty, glorify martyrdom, and promote polar-
ised “us versus them” worldviews. In gaming-adjacent
environments, these may appear less as long prop-
aganda texts and more as fragments, references, or
recruitment outreach, particularly outside the game
itself.

Nihilistic or accelerationist narratives glorify
collapse, chaos, and the idea that disorder should be
intensified. They may appear as “edgy” detachment,
moral nihilism, or aesthetic celebration of destruction
rather than explicit organisational ideology.

Dogwhistling and coded messaging refers
to indirect signalling through euphemisms, “ironic”
phrasing, symbols, and insider references that allow
alignment to be communicated while maintaining
plausible deniability. This includes numerical codes
and symbolic shorthand, used to test recognition,
signal belonging, or evade moderation.

Aestheticised violence and “attack-as-con-
tent” framing refers to the stylisation of real-world
violence using formats familiar to gaming audiences
(first-person visual grammar, livestream framing, spec-
tacle editing). The concern is not fictional violence in
games, but the transformation of real harm into share-
able performance artefacts.
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2.2. Behavioural-Layer Social Dynamics Clusters

These clusters describe how groups interact
around content: the social processes that
normalise, escalate, enforce, or insulate harmful
narratives. They matter because many escalation
pathways operate less through persuasion and
more through group reinforcement.

Conformity and norm drift dynamics occur when silence,
laughter, or passive participation gradually becomes
interpreted as acceptance. Over time, communities can
normalise harsher language without any explicit agree-
ment, because objection becomes socially costly.

Attention-reward escalation dynamics occur when pro-
vocative behaviour generates visibility and recogni-
tion, encouraging boundary pushing. Users may esca-
late tone not because they are ideological but because
extremity performs well socially, and what performs
becomes the baseline.

Identity fusion dynamics occur when belonging and
status in a group become tied to self-worth. When iden-
tity becomes anchored to a community, defending
group norms feels like defending the self, making criti-
cal distance harder and disengagement psychologically
costly.

Desensitisation dynamics occur when repeated expo-
sure to hostile or extremist-coded material reduc-
es emotional shock. When “that’s just how it is here”
becomes normal, moral boundaries soften and resist-
ance to escalation weakens.

Exit of moderating voices dynamics occur when rea-
sonable users leave rather than challenge toxicity. This
creates a demographic shift: the space becomes domi-
nated by those comfortable with escalation, and new-
comers perceive the dominant tone as consensus.

Coordinated harassment and swarm mobilisation
dynamics occur when communities move from talk to
targeting. Harassment becomes a bonding ritual and
a norm-enforcement tool, particularly against women,
LGBTQ+ players, minorities, journalists, developers, or
dissenters. Even when not ideologically driven at the
outset, this behaviour can strengthen “us versus them”
identity and lower barriers to further escalation.
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2.3. Structural-Layer Enabling Conditions Clusters

These clusters describe what the environment makes
possible: design features and systemic conditions that
can unintentionally increase vulnerability by enabling
amplification, ambiguity, or insulation.

Structural conditions do not create ideology,
but they shape exposure, accountability, and

governance capacity.

Fragmentation and cross-platform diffu-
sion conditions arise when gaming-related commu-
nication is distributed across multiple platforms, none
of which has full visibility of escalation pathways. This
makes early detection difficult and enables narratives
to harden as they migrate.

Anonymity and low-accountability conditions
arise when pseudonymity and identity switching reduce
perceived social cost for harmful behaviour. These fea-
tures are often valuable for privacy and creativity, but in
permissive environments they can accelerate boundary
testing and repeated harm.

Visibility and recommendation conditions arise
when engagement-driven ranking and recommenda-
tion systems amplify emotionally charged content. The
system does not “promote extremism,’ but it can ampli-
fy polarising narratives and distort perceived consensus
through repetition.

Moderation capacity and enforcement con-
sistency conditions arise when rules exist but are
unevenly applied across servers and platforms. In grey
zones, coded content flourishes, boundaries are tested,
and users learn that enforcement is inconsistent or
avoidable.

User-generated flexibility conditions arise when
sandbox tools and UGC affordances allow symbol-
ic reenactment, extremist symbolism, or ideological-
ly framed scenarios to be created and circulated. This
tool is not the problem; the risk emerges when creative
affordances are repurposed within grievance-driven or
insulated communities.
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2.4. Bridge and Cross-Layer Pathway Clusters

RECRUITMENT AND

ESCALATORY
MIGRATION

[
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N 1 / >
~ & _ /
Ny \ ¢
-
\

SEMI-PRIVA
GRO
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These clusters describe how Tisks move
across layers by linking narrative content,
group behaviour, and structural affordances
into escalation pathways. They are especially
useful for explaining why gaming is often a
‘preselection” environment rather than the

endpoint.

Funnel migration and private bonding path-
ways describe movement from public spaces into
semi-private or private groups where trust deepens,
oversight reduces, and narratives can intensify with
less challenge. Belonging often comes before ideolo-
gy, which is why these pathways can be effective even
when initial content is non-ideological.



3ey@

The Escalation Path

\T %
bas O

NO ONE o

OR IFCT
_— N |

s d I

REPETITION. 1

THE TONE
SHIFTS. o
STILL FEELS

" a®
@ e
NORMAL, o
REWARD.
EXTREMITY %3
i @9 @

GETSLOUDER.e ¢ @ ¢ o !

e M
THE CONVERSATION

Z
S
Z
S

°
MOVES SOMEWHERE
SMALLER. A Forwarded
réé
PRIVATE SPACE. ¢
FEWER VOICES. /
IDEAS HARDEN.




Beyond the Game: Understandir

/N

+éé

Cross-platform amplification pathways describe
how artefacts are clipped, edited, reframed, and
redistributed across platforms, becoming reinforced
through repetition and community-specific interpreta-
tion. Meaning shifts as content travels, and reinforce-
ment loops can form.

Event-driven spike pathways occur during major
releases, controversies, or cultural flashpoints. High
emotion, high traffic, and strained moderation create
opportunities for grievance framing and recruitment
redirection into private spaces.

Prolific influencer-node pathways occur when
a small number of high-visibility users shape tone
through volume and engagement. Visibility becomes
perceived consensus, imitation follows, and dissent
becomes harder.

Grooming pathways describe relational escalation
where trust-building, emotional dependency, narrative
introduction, and private migration converge. Groom-
ing may be ideological, sexual, criminal, or hybrid, and
often begins as mentorship or support.

Recruitment and escalatory migration path-
ways describe gradual movement from casual partic-
ipation to deeper ideological engagement, typically
consolidating outside gaming. Gaming functions as
filtering: a small subset of susceptible users are identi-
fied through shared grievance and bonded in insulated
spaces.

Youth developmental sensitivity pathways
describe how adolescence can amplify imprinting
effects. Identity formation, peer validation needs, and
worldview exploration can increase susceptibility under
layered exposure, especially when reinforced socially
and insulated structurally. This is a sensitivity layer, not
a deterministic risk.
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Risks Associated at Gaming Cafes

Hybrid Spaces

Field research* demonstrated that gaming
cafés are important social spaces for young
people with minors, (including minors under
the age of 12) often sharing these venues
with adults in environments where prob-
lematic behaviour is normalised.

Minors in gaming cafés face a concentrat-
ed set of risks that stem from unsupervised
exposure, adult influence,and unmoderated
digital platforms. Fieldwork shows that chil-
dren as young as 11 often spend long hours
in these venues. Risks associated include:

« Exposure to toxic and discriminatory language. In
many cafés, adults and older teens regularly use slurs,
misogynistic expressions, and ethnic stereotypes.
Minors often imitate this behaviour because it is social-
ly rewarded.

« “In-game chats often featured discriminatory lan-
guage, with slurs and ethnic stereotypes normalized
within peer groups.”

« Ethnonationalist and identity based hostility. In some
cafés, players form teams based on ethnic identity and
celebrate victories as symbolic wins over real-world
groups. This reinforces exclusionary thinking and can
shape how minors understand conflict.

« “Victories were celebrated as metaphorical triumphs
over rival ethnic groups, reinforcing nationalist pride.”

« Antiestablishment and conspiratorial content. In
Athens, youth were frequently exposed content and
peers and adult views promoting anti-government nar-
ratives, far right symbolism, and conspiracy theories.
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« Exposure to toxic and discriminatory language. In
many cafés, adults and older teens regularly use slurs,
misogynistic expressions, and ethnic stereotypes.
Minors often imitate this behaviour because it is social-
ly rewarded.

« “In-game chats often featured discriminatory lan-
guage, with slurs and ethnic stereotypes normalized
within peer groups.”

« Ethnonationalist and identity based hostility. In some
cafés, players form teams based on ethnic identity and
celebrate victories as symbolic wins over real-world
groups. This reinforces exclusionary thinking and can
shape how minors understand conflict.

« “Victories were celebrated as metaphorical triumphs
over rival ethnic groups, reinforcing nationalist pride.”

« Antiestablishment and conspiratorial content. In
Athens, youth were frequently exposed content and
peers and adult views promoting anti-government nar-
ratives, far right symbolism, and conspiracy theories.

« “Unmoderated platforms served as conduits for
extremist memes, anti-government rhetoric
spiracy theories.” _—
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« Peer pressure and mimicry. Younger players often copy
the speech, attitudes, and behaviours of older gamers,
including aggression, extremist humour, and hostility
toward outgroups.

« “Minors were particularly vulnerable to mimicry,
adopting the speech patterns and attitudes of older
players.”

« Emotional vulnerability and escapism Many adoles-
cents described gaming cafés as an “escape,” which can
reduce critical thinking and make them more receptive
to manipulative narratives.

«“Gaming as an escape can reduce critical vigilance and
foster complacency toward manipulative content.”

« Lack of safeguards. Most cafés had no age restrictions,
no content moderation, and no protocols for respond-
ing to extremist or harmful behaviour.

- “Most cafés lack protocols for identifying or respond-
ing to extremist material.”

» Access to games not suitable for their age. Many
fés do not check age or the application PEGI?® stand-
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Risk Examples

in the Gaming Ecosystem

Building on GEMS empirical findings, Part B identifies the key narrative, behavioural, and structural patterns
through which extremist discourse may emerge, circulate, and intensify across gaming and gaming-adjacent

spaces, according to the layer framework presented above.

The template used

SYNTHETIC

DEFINITION —> CONTEXT — EXAMPLES

Each risk presented below follows a consistent struc-
ture. This aims to offer clarity, proportionality, and ana-
lytical precision.

- Definition clarifies what the risk is, preventing con-
ceptual inflation or moral panic.

- Context and Analytical Framing situates the
risk within the gaming ecosystem, emphasising that
most users do not radicalise and that risks are condi-
tional rather than inherent.

- Synthetic Examples illustrate mechanisms with-
out amplifying real extremist material or targeting spe-
cific communities.

- Mechanism Analysis explains how escala-
tion unfolds, focusing on processes such as repeti-
tion, reward loops, desensitisation, identity fusion, or
migration.

- Why It Matters connects micro-dynamics to broad-
er resilience concerns without exaggeration.

- Impact on Users differentiates between general
players, bystanders, and vulnerable individuals, avoid-
ing blanket assumptions.

MECHANISM WHY IT

— ANALYSIS —~ MATTERS ~ IMPACT

The use of the term
“vulnerable individuals”
does not refer to a
specific type of gamer
or a fixed personal trait.

It refers to individuals who, due to social
isolation, emotional distress, accumulated
grievances, orimmersion in highly insulated
online communities, may be more suscep-
tible to harmful narratives. Vulnerability is
situational and dynamic and not inherent or
permanent.

Also, it is important to stress that several of the risks dis-
cussed in this report remain niche phenomena within
the broader gaming ecosystem. While extremist or
incel-related narratives do appear in specific sub-com-
munities, they represent a small fraction of overall gam-
ing-related activity and are typically concentrated in
already self-selecting spaces rather than mainstream
gameplay environments Large-scale findings within
GEMS also indicate that support for political violence
among gamers is marginal, reinforcing that radicalisa-
tion is not the norm but an exception within
communities Accordingly, these ris ‘
stood as targeted and context-spe
features of gaming culture as
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4.1 Content Layer Riks: How radicalisation happens in gaming
ecosystems: what circulates and why it matters

The content layer captures risks rooted in narratives and symbolic communication. As with all risks presented in
the guide, these do not assume that gaming causes extremism, research has consistently demonstrated that sim-
plistic causal claims are unfounded. Instead, this layer examines how extremist actors may exploit elements of the
gaming ecosystem by introducing, adapting, or amplifying certain forms of content that can shape interpretative
climates and gradually lower resistance to exclusionary or violent framing over time.

Normalisation of Hate: When banter

becomes cultural conditioning

DEFINITION

Normalisation of hate refers to the gradual embedding
of discriminatory, dehumanising, or exclusionary lan-
guage into everyday interaction within gaming com-
munities until it becomes socially tolerated, expect-
ed, or trivialised. It often does not begin with explicit
extremist ideology, it begins with repetition without
consequence.

CONTEXT AND ANALYTICAL FRAMING

In many gaming environments, competitive intensi-
ty and humour culture create a communicative style
where“edgy”language can be framed as normal banter.

+The analytical concern is not that most gamers endorse
extremist beliefs.

« It is that repeated dehumanising language, especial-
ly when unchallenged, can create permissive moral
conditions.

+ This permissiveness is a community-level vulnerability.

« It makes extremist narratives socially survivable by
reducing the amount of moral resistance they encoun-
ter when they appear later, especially in adjacent spaces
where ideological actors can reframe hostility as griev-
ance solidarity.

SYNTHETIC EXAMPLE

“In a competitive multiplayer game, racist
insults and anti-LGBTQ-* slurs are used cas-
ually. Players describe it as “just jokes.” No
one intervenes. New members adopt the
language to fit in, and within weeks the slurs
feel less like exceptions and more like part
of ordinary communication.”

MECHANISM ANALYSIS
The mechanism develops through norm
than doctrine. Boundary testing occurs first:
tion as signals to identify who laughs, who ob
who stays silent. Silence becomes perceived co!
ance, and objection becomes socially risky. Emotion
desensitisation follows: repeated exposure reduces
discomfort and makes dehumanisation feel like back-
ground noise. Moral thresholds then lower: empa-
thy toward targeted groups weakens and sanctions
against escalation soften. Over time, the community
internalises the norm that “this is how we talk here,”
making future ideological framing easier to insert.

WHY IT MATTERS

Not every insult is extremist. The risk lies elsewhere:
when hate becomes normalised, it creates a permis-
sive interpretative environment. Once moral disen-
gagement takes hold, narratives portraying violence or
exclusion as justified may appear less extreme, because

the groundwork of dehumanisation has already been
laid.

IMPACT ON USERS

« Targeted users may withdraw, self-censor, or experi-
ence psychological harm.

- Bystanders may become desensitised and conform to
prevailing tone.

« Vulnerable individuals may become more receptive to
grievance narratives because the community’s moral
baseline has shifted.
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Cultural Grievance: “Woke gaming”

as a gateway narrative

DEFINITION

Cultural grievance in gaming refers to the reframing of
aesthetic or narrative disagreement (such as criticism
of inclusive storylines, diverse protagonists, or rep-
resentation choices) into claims of coordinated ideo-
logical manipulation or civilisational threat. It begins as
dissatisfaction with change.

CONTEXT AND ANALYTICAL FRAMING
Games often function as identity symbols, nostalgia
carriers, and cultural territory. This makes gaming con-
troversies emotionally potent. The analytical risk is not
that criticism of storytelling is extremist. The risk lies in
the narrative transition:

« When dissatisfaction is framed as systemic cultural
attack, conspiratorial interpretations become available.
In such conditions, ideological actors can insert broad-
er frames, anti-“global elite,” antisemitic conspiracies, or
replacement narratives, by presenting them as explana-
tions for perceived cultural loss.

SYNTHETIC EXAMPLE

“A major game release features a female
protagonist and a racially diverse cast. Dis-
cussion begins with critique of plot and
character design. The conversation shifts
toward claims that developers are “cap-
tured,” that media is coordinated, and that
changes represent deliberate cultural war-
fare. Conspiracy memes and links to exter-
nal channels begin circulating.”

MECHANISM ANALYSIS

« The mechanism begins with aesthetic disagreement
and moves toward identity threat: changes are inter-
preted as loss of cultural ownership or displacement.

« Frustration then demands attribution, and blame is
externalised toward systemic enemies.

« Conspiratorial framing provides coherence and sim-
plifies complexity.

« Over time, ideological alignment becomes possible as
users adopt coded language and begin cross-linking
to extremist-adjacent spaces. The grievance migrates
from product critique to civilisational narrative.

WHY IT MATTERS

The danger is interpretative escalation. When cultural
frustration becomes an “attack narrative,” extremist ide-
ologies gain interpretative authority by offering simple
enemies, clear explanations, and an emotionally satisfy-
ing sense of purpose.

IMPACT ON USERS

« Engaged participants may normalise systemic blame
frameworks and become more tolerant of conspiratori-
al thinking.

- Bystanders may become desensitised to civilisational
threat rhetoric.

« Vulnerable individuals may fuse identity with griev-
ance communities and become more receptive to
recruitment attempts beyond gaming.
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Violent Misogyny and Incel
Ideology: From status
anxiety to dehumanisation

DEFINITION

This risk concerns the transformation of personal
romantic, sexual, or social frustration into collective
grievance identity that frames women as structural
enemies and legitimises hostility or, in rare cases, vio-
lence. It may begin with status anxiety and grievance
collectivisation.

CONTEXT AND ANALYTICAL FRAMING
Competitive gaming environments often intersect
with online masculinity cultures, status visibility sys-
tems, and social hierarchies. For some young men,
rejection or social isolation can become a vulnerability
point. In manosphere-adjacent spaces, personal disap-
pointment may be reframed as systemic injustice, and
women may be cast as a collective adversary. The key
analytical shift is the politicisation of personal frustra-
tion into a worldview that normalises hostility through
grievance narratives.

SYNTHETIC EXAMPLE
“A discussion about female character
design begins as complaint about attrac-
tiveness and “developers ignoring male
players.” It shifts toward claims that men
are losing status everywhere and that soci-
ety is rigged. “Blackpill” memes circulate.
References to past attackers appear as
ironic jokes. Language describing women as
parasitic becomes normal in the group.”

MECHANISM ANALYSIS

The mechanism begins with ordinary frustration, which
becomes validated in community spaces. Over time,
collective identity forms around shared resentment.
Personal experience is reinterpreted through systemic
explanations and conspiratorial gender narratives. Lan-
guage shifts toward stereotyping and dehumanisation.
Hostility becomes morally justified as “truth-telling”

or resistance. While most participants do not endorse
violence, repeated exposure can lower psychological
barriers to violent rhetoric and normalise aggressive
identity performances.

WHY IT MATTERS

Gaming spaces are identity rich. When grievance collec-
tivisation becomes embedded, the distance between
resentment and radicalisation can shrink, especially if
ideological actors offer belonging and coherent ene-
mies. The risk is cumulative and relational rather than
doctrinal.

IMPACT ON USERS

Women and girls may withdraw, self-censor, or expe-
rience distress and exclusion. Participating users may
experience identity narrowing and increased hostility.
Vulnerable individuals may adopt fatalistic belief sys-
tems that make violent rhetoric feel less shocking, even
if action remains rare.
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Gamification of Extremism: When ideology

becomes competitive

DEFINITION

Gamification of extremism refers to the transformation
of ideological signalling into competitive performance
through points systems, rankings, badges, status roles,
escalation challenges, or reaction-based prestige. Ideol-
ogy becomes something one performs and “levels up.”

CONTEXT AND ANALYTICAL FRAMING
Gaming cultures are structurally oriented toward pro-
gress tracking, recognition, and status. In some com-
munities, shock and transgression become shortcuts
to visibility. Extremist-coded content may begin as
“ironic” memes but can become social currency when
rewarded. The analytic emphasis is on reward loops:
when recognition correlates with transgression, escala-
tion can become self-reinforcing even without explicit
recruitment.

SYNTHETIC EXAMPLE

“A private Discord server begins as a “dark
humour” space for competitive FPS play-
ers. A leaderboard rewards for instance the
“edgelord of the week.” Users compete to
post the most offensive content, gradually
moving into antisemitic memes, racial slurs,
and coded white supremacist references.
Status roles are awarded for extremity.”

MECHANISM ANALYSIS

The mechanism starts with reward recalibration:
« Attention becomes the reward rather than skill.

« Competition accelerates escalation by shifting base-
lines; yesterday’s shocking meme becomes today’s
norm.

« Identity fuses with status as users internalise the idea
that extremity equals value.

Repetition normalises what is shared, while irony pro-
vides psychological insulation that reduces accounta-
bility. Participation becomes ideological rehearsal.

WHY IT MATTERS

Traditional extremist persuasion relies on argument.
Gamified extremism relies on participation and reward.
It can socialise users into extremist-coded cultures with-
out requiring explicit ideological commitment at the
outset.

IMPACT ON USERS
« Participants may gradually internalise dehumanising
norms and align identity with transgressive status.

« Bystanders may become desensitised and learn that
extremity gains admiration.

«Vulnerable individuals may adopt memes without rec-
ognising ideological roots and later migrate to more
explicit spaces.
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Aestheticisation of Violence: When attacks

look like gameplay

DEFINITION

Aestheticisation of violence refers to the presentation
or stylisation of real-world violence using gaming visual
grammar, particularly first-person shooter aesthetics,
livestream mechanics, and performance framing. It con-
cerns communication, symbolism, and circulation, not
causal claims about gaming.

CONTEXT AND ANALYTICAL FRAMING

In rare but high-impact cases, extremist actors have bor-
rowed gaming aesthetics to stage violence as spectacle
for online circulation. The analytic point is about very
few perpetrators that deliberately weaponise familiar
digital formats to maximise virality, signal subcultural
alignment, and transform atrocity into shareable media
artefacts.

Real cases that gained extensive coverage in the media
involve:

« The attacker in the 2019 Christchurch Mosque shoot-
ings who live-streamed the assault using a head-mount-
ed camera that mirrored first-person shooter (FPS) per-
spectives, drawing explicit comparisons to gameplay
formats

« Similarly, Anders Breivik who referenced commercial
war games in preparing and conceptualising his 2011
attack, illustrating how gaming imagery can be symbol-
ically appropriated within extremist narratives

These extremist actors selectively borrowed familiar
visual tropes from gaming culture to maximise online
virality, aestheticise violence, and resonate with digital-
ly native audiences.”

SYNTHETIC EXAMPLE

“A violent act is livestreamed using a
head-mounted camera in FPS-style per-
spective. Clips are edited with overlays and
circulated in gaming-adjacent spaces. Dis-
cussion focuses on “execution” rather than
victims, turning atrocity into performance
content.”

MECHANISM ANALYSIS

Violence is constructed as spectacle, anticipating an
audience. Gaming aesthetics act as subcultural sig-
nalling devices that align violence with youth digi-

tal performance norms. Familiar framing can create
emotional distance and blur perception by resembling
entertainment formats.

« While copycat pathways remain rare, circulation can
create a niche environment where fascination shifts
toward admiration and identification.

WHY IT MATTERS

This is low-frequency but high-impact. When violence
becomes formatted content, the logic of extremist com-
munication changes: attention becomes part of the act.
Understanding the mechanism helps prevention.

IMPACT ON USERS

« General audiences may experience reduced shock
through repeated exposure to stylised clips.

« Certain subcultures may shift toward tactical or com-
petitive discussion and acts

« Rare vulnerable individuals may identify with attacker
personas, increasing concern.
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Simulation and Re-Enactment of

Real Attacks: When real suffering

becomes competitive play

DEFINITION

This risk arises when real-world atrocities or conflicts
are recreated inside gaming environments in ways
that transform real suffering into competitive reenact-
ment, ideological bonding, or symbolic rehearsal. The
risk is not war-themed fiction. It is the convergence
of real tragedy, ideological framing, and competitive
reenactment.

CONTEXT AND ANALYTICAL FRAMING
Sandbox tools enable creativity and collaboration. Most
uses are harmless. However, when creative affordances
intersect with grievance narratives and insulated com-
munities, simulations can become symbolic stages. The
vulnerability is interpretative, not mechanical: the same
tool can be playful creativity in one context and ideo-
logical reinforcement in another.

SYNTHETIC EXAMPLE

“Players recreate a recent mass-casualty
event inside a sandbox game, replicating
location and tactical movements, recording
clips with dramatic edits, and sharing them
in private channels. Real victims disappear
from the narrative, while realism becomes a
status metric.”

MECHANISM ANALYSIS

Emotional distancing can emerge as tragedy becomes
abstracted through replay. Competitive framing shifts
attention from moral reflection to performance evalu-
ation. In ideologically aligned enclaves, reenactment
can become bonding ritual that reinforces narratives.
Private spaces reduce counter-arguments and acceler-
ate norm hardening.

WHY IT MATTERS

Most players keep clear boundaries. The risk emerges
when the boundary blurs through interpretative esca-
lation. The process remains niche, but where it occurs,
it can reshape empathy and increase identification with
perpetrators.

IMPACT ON USERS

« Most users remain unaffected. In insulated communi-
ties, emotional sensitivity may decline and ideological
reinforcement may strengthen.

« Rare vulnerable individuals may develop fantasy
rehearsal or increased identification with perpetrators.
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5.2. Behavioural Layer Risks: How communities respond,

reinforce, and escalate

Behavioural risks concern interaction patterns that can normalise, escalate, or insulate harmful content. They focus
on group dynamics: who speaks, who stays silent, who leaves, who escalates, and who coordinates. While such
dynamics are common to many online communities, they may also be exploited by extremist actors who seek to
reinforce narratives, test boundaries, or gradually shift community norms.

Social Conformity Pressure:
When silence shapes nhorms

DEFINITION

Social conformity pressure occurs when users adapt
behaviour to match dominant community tone even
if they privately disagree. Silence, laughter, or passive
participation gradually reinforce harmful norms.

CONTEXT AND ANALYTICAL FRAMING
Gaming communities rely heavily on visible and infor-
mal social signals. When problematic statements
receive no pushback, users interpret that absence as
acceptance. Confrontation carries social cost, especial-
ly in groups where belonging and status matter. Over
time, communities can drift without explicit agreement
as users adjust to avoid exclusion.

SYNTHETIC EXAMPLE

“Political jokes appear in voice chat. A few
members feel uncomfortable but say noth-
ing. Others laugh. New members mirror
the tone to avoid being seen as overly seri-
ous. The community shifts without anyone
declaring a new norm.”

MECHANISM ANALYSIS

Silence becomes perceived approval, objection
becomes socially risky, and newcomers model the dom-
inant behaviour. Tone shifts through norm drift rather
than persuasion. The group changes because resistance
weakens, not because belief increases.

WHY IT MATTERS

Sometimes radicalisation does not require mass agree-
ment; it requires lowered resistance and reduced correc-
tive capacity. Conformity pressure weakens resilience.

IMPACT ON USERS

Many users adapt superficially. Some disengage quiet-
ly. Vulnerable individuals may interpret permissiveness
as endorsement and become more open to escalation.
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Escalation Through Attention-
Seeking: When visibility rewards

boundary pushing

DEFINITION

This risk arises when users learn that provocative or
extreme behaviour generates attention, reactions, and
recognition, which encourages escalation over time. It is
incentive-driven and social, not necessarily ideological.

CONTEXT AND ANALYTICAL FRAMING
Gaming culture is visibility oriented. Recognition is
public, reactions are immediate, and status can be
gained through performance. In some spaces, shock
becomes an efficient route to attention. When engage-
ment rewards boundary pushing, the incentive struc-
ture unintentionally favours escalation and polarised
framing.

SYNTHETIC EXAMPLE

A user posts an aggressive meme during a
debate and receives far more reactions than
measured comments. Others notice. Soon,
multiple users exaggerate tone to attract
attention. The shift happens without formal
gamification, driven by recognition loops.

MECHANISM ANALYSIS

Attention reinforces behaviour and reinforced behav-
iour intensifies. Moderate contributions lose visibility.
Extremity becomes the fastest path to recognition.
Competition emerges implicitly, and the baseline shifts
as users push further to stand out.

WHY IT MATTERS

Even without extremist intent, attention economies
can create environments where hostile framing travels
faster and appears dominant. Such climates become
hospitable to ideological actors who thrive in polarised
spaces.

IMPACT ON USERS
» Most users treat this as noise, but some internalise
extremity as identity. Others withdraw.

« Vulnerable users may seek belonging through prov-
ocation, accelerating their movement into harsher
subcultures.
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Over-ldentification with Online
Groups: When th nity

becomes the self

DEFINITION

This risk emerges when a person’s sense of identity
becomes deeply tied to an online gaming community,
increasing loyalty to group norms and reducing open-
ness to outside perspectives.

CONTEXT AND ANALYTICAL FRAMING
Gaming communities often provide belonging, recog-
nition, shared language, and hierarchy.

« For socially isolated users, the community can become
the primary identity anchor. When identity fuses with
group membership, disagreement feels personal, and
defending the group becomes self-defence.

SYNTHETIC EXAMPLE

“A young player spends most of their time
in a private server where political interpre-
tations circulate. Over time, criticism of the
server feels like an attack on the individu-
al. Outside perspectives are dismissed as
hostile.”

MECHANISM ANALYSIS

Identity fusion increases conformity and defensive-
ness. Loyalty to group narratives grows, exposure to
alternative views decreases, and leaving becomes
psychologically costly. Group beliefs become internal
beliefs through repeated social reinforcement.

WHY IT MATTERS

Radicalisation often follows belonging. If an identi-
ty-fused group shifts toward grievance narratives, indi-
viduals may shift with it to preserve attachment and
status.

IMPACT ON USERS

» Most users maintain multiple identity anchors.

« Highly fused individuals may narrow worldview, adopt
group narratives without critical distance, and resist dis-
engagement even as content intensifies.
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Gradual Desensitisation: When

repeated exposure reduces
moral shock

DEFINITION

Gradual desensitisation occurs when repeated expo-
sure to hostile language, violent references, or extrem-
ist-coded humour reduces emotional sensitivity and
moral resistance. It concerns repetition, not a single
exposure.

CONTEXT AND ANALYTICAL FRAMING
Digital environments enable constant replay and meme
circulation. Familiarity changes perception. Over time,
what once felt shocking can become routine, and rou-
tine can reshape the moral baseline of a community.

SYNTHETIC EXAMPLE

“A server regularly shares edgy memes
referencing extremist symbols or real-
world violence. Early discomfort fades over
months. No one announces a shift, but the
emotional tone changes and the content
feel ordinary.”

MECHANISM ANALYSIS

Repetition produces emotional habituation. Shock
responses weaken, empathy can erode subtly, and
tolerance for aggressive framing increases. The pro-
cess does not automatically radicalise most users, but
it lowers barriers for later ideological framing to feel
acceptable.

WHY IT MATTERS

When shock fades, boundaries blur. Escalation feels less
dramatic. Harmful narratives encounter less resistance,
and ideological actors can enter an already softened
environment.

IMPACT ON USERS

« Most users retain moral clarity.
« Some adopt harsher tones.

« Vulnerable individuals may become more receptive to
grievance frames and show reduced empathy toward
targeted groups.
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Withdrawal of Moderating Voices:
When reasonable users disengage

DEFINITION

This risk occurs when users who disagree with toxic
or escalating trends disengage rather than challenge
them, leaving the space dominated by more extreme
voices.

CONTEXT AND ANALYTICAL FRAMING
Online conflict is exhausting. Many users avoid confron-
tation, especially when challenges carry social risk. Over
time, those comfortable with escalation remain, and
the visible community changes. The shift can be demo-
graphic before it is ideological.

SYNTHETIC EXAMPLE

“As political jokes grow harsher, several
moderate members quietly leave a server.
The remaining community is more comfort-
able with escalation. Newcomers adapt to
the dominant tone and assume it reflects
consensus.”

MECHANISM ANALYSIS

Moderate users withdraw, extreme voices remain visi-
ble, perceived consensus grows, and newcomers model
the dominant tone. The absence of dissent becomes a
force multiplier for escalation.

WHY IT MATTERS

Radicalisation environments often form not because
everyone agrees but because dissent disappears. Loss
of pluralism reduces resilience and increases norm
hardening.

IMPACT ON USERS

» Remaining users may perceive extreme views as main-
stream, feel pressure to conform, and drift toward
stronger alignment.

« Vulnerable individuals may interpret dominance as
legitimacy and move toward deeper involvement.
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5.3. Structural Layer risks: When design features create
opportunity, ambiguity, or insulation

Structural risks are not about individual behaviour. They concern the broader environment: architecture, gov-
ernance, and systems that shape visibility, moderation, and accountability. While these features are designed to
enable participation and scale, certain structural conditions may be exploited by extremist actors to increase reach,

avoid detection, or consolidate influence.

Fragmented Platform Ecosystems:
When no one sees the full picture

DEFINITION

Fragmentation occurs when gaming-related commu-
nication is spread across multiple platforms, making it
difficult to monitor escalation patterns or understand
narrative trajectories.

CONTEXT AND ANALYTICAL FRAMING
Gaming ecosystems are layered and interconnect-
ed. Content can originate in a game, move to Discord,
appear on video platforms, and be reframed ideologi-
cally elsewhere. Each platform has distinct moderation
policies and enforcement capacity. Fragmentation cre-
ates blind spots and reduces coordinated prevention.

SYNTHETIC EXAMPLE

“A controversial in-game conversation leads
to a private Discord group. Clips are edited
and posted on short video, then circulate in
a political forum. No platform sees the full
trajectory.”

MECHANISM ANALYSIS

Limited cross-platform oversight and inconsistent
enforcement allow narratives to migrate and rein-
force. Accountability weakens because responsibility is
distributed.

WHY IT MATTERS

When no one sees the full picture, early warning signals
are missed and intervention becomes reactive.

IMPACT ON USERS

« Most users remain unaware.

« Vulnerable individuals may follow narratives across
spaces and experience repeated reinforcement without
counter-narratives.
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Anonymity and Pseudonymity:
When accountability is structurally

weakened

DEFINITION

Anonymity allows participation without revealing real-
world identity. While often protective, it can reduce
accountability for harmful behaviour when combined
with permissive norms.

CONTEXT AND ANALYTICAL FRAMING
Anonymity supports creative identity and safety. Yet it
can reduce inhibition and enable performative hostility,
especially where moderation is inconsistent and social
rewards favour boundary pushing.

SYNTHETIC EXAMPLE

A user posts inflammatory memes under a
pseudonym. Because consequences feel
minimal and reactions are rewarding, tone
escalates and others imitate.

MECHANISM ANALYSIS

Reduced fear of reputational cost increases experimen-
tation with extreme language and boundary testing. In
toxic spaces, anonymity accelerates escalation.

WHY IT MATTERS

Governance must protect anonymity while preventing
abuse, particularly where weak moderation and private
migration intersect.

IMPACT ON USERS

« Most use anonymity responsibly.

» Vulnerable users may explore extremist narratives
more freely or engage in harmful behaviour they would
avoid offline.

17/7//7/1/////4/
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Algorithmic Visibility and
Recommendation Dynamics:

When engagement rewards polarisation

DEFINITION

Recommendation systems and visibility metrics can
unintentionally amplify emotionally charged content
because such content generates high engagement.

CONTEXT AND ANALYTICAL FRAMING
Across digital platforms, controversy and outrage travel
further than nuance. In gaming-adjacent spaces, pro-
vocative memes may receive disproportionate visibili-
ty. Algorithms do not promote extremism intentionally;
they promote engagement.

SYNTHETIC EXAMPLE

“A provocative meme about a game update
receives high reactions, is recommended
widely, and triggers escalating debate. More
extreme versions appear and gain engage-
ment, reinforcing the feedback loop.”

MECHANISM ANALYSIS

Engagement-based ranking drives amplification. Emo-
tional intensity increases interaction, which increases
exposure. Repetition and clustering can lead users
toward progressively more polarised narratives.

WHY IT MATTERS

Visibility systems can distort perceived consensus and
make extreme views appear common. Repetition can
be misread as validation.

IMPACT ON USERS

« Vulnerable users may be repeatedly exposed to griev-
ance framing, perceive polarisation as normal, and
migrate into more ideologically intense spaces.

61



Beyond the Game: Understanding the Risks of Extremism in the Gaming Ecosystem

Moderation Gaps and Inconsistent
Enforcement: When rules exist but

signhals are unclear

DEFINITION

Moderation gaps occur when platform rules exist but
are inconsistently applied or difficult to enforce across
layered ecosystems.

CONTEXT AND ANALYTICAL FRAMING
Gaming ecosystems distribute responsibility across
developers, third-party tools, user-generated servers,
and cross-platform communities. Enforcement varies.
Users learn where boundaries are weak, and coded con-
tent can persist in grey zones.

SYNTHETIC EXAMPLE

“A server removes explicit hate speech but
tolerates coded memes. On another plat-
form, the same content remains untouched.
Users learn to evade detection.”

MECHANISM ANALYSIS

Inconsistent enforcement produces ambiguity. Ambi-
guity encourages boundary testing and strategic use
of coded language. Credibility weakens when rules
appear symbolic.

WHY IT MATTERS

Clear enforcement sets norms and deters escalation.
Weak enforcement reduces deterrence and enables
persistence.

IMPACT ON USERS

« Most users adapt to clear rules.

« In inconsistent environments, extremist actors exploit
grey zones, and vulnerable users receive mixed signals
about acceptability.
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User-Generated Content
Flexibility: When creative
tools can be repurposed

DEFINITION

Sandbox and user-generated environments enable
custom maps, scenarios, and narratives. While empow-
ering, this flexibility can be misused to recreate extrem-
ist symbols, propaganda, or real-world attacks.

CONTEXT AND ANALYTICAL FRAMING

UGC tools enable replication of locations and reenact-
ment scenarios. The risk is conditional: the same tool
supports harmless creativity and, in grievance-driv-
en contexts, can become a vehicle for symbolic
reinforcement.

SYNTHETIC EXAMPLE

“Players build a map resembling a real-
world conflict site and share recordings.
Discussion shifts from gameplay to ideolog-
ical commentary about the real event, and
clips circulate as narrative artefacts.”

MECHANISM ANALYSIS

Flexibility enables repetition and circulation of symbol-
ic narratives. In-group bonding can form around reen-
actment. Fiction and reality may blur symbolically even
when users understand the difference technically.

WHY IT MATTERS

Without safeguards, creative tools can circulate harmful
symbolism, reinforce extremist mythology, and reduce
emotional distance from real violence in niche contexts.

IMPACT ON USERS

» Most users create responsibly.

« Vulnerable users in grievance-driven groups may
repeatedly use tools to reinforce ideological identity
and normalise symbolic alignment.
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5.4. Cross layers Dynamics Risks: Where structure and
behaviour combine to enable pathways

These risks sit between layers. They are not just structural or narrative based behavioural.” They describe pathways:
where conversations happen, how they move, and how escalation becomes socially reinforced through communi-

cation architecture.

Funnel Migration and Private Group Bonding:
From public chat to insulated spaces

DEFINITION

Funnel migration happens when users move from open
gaming spaces into semi-private or private groups
where oversight is reduced and narratives can inten-
sify with less challenge. Escalation, when it occurs,
often consolidates in smaller rooms rather than public
lobbies.

CONTEXT AND ANALYTICAL FRAMING
Gaming ecosystems are layered. Public chats and
forums provide visibility, while invite-only channels
reduce oversight. Many migrations begin as normal
community-building: strategy servers, team coor-
dination, friend groups. The risk emerges when pri-
vate bonding becomes the foundation for narrative
hardening and when insulation reduces dissent and
counter-arguments.

SYNTHETIC EXAMPLE

“A teenager receives a message: “Join our
strategy server for better teamwork.” The
group starts with gameplay discussion and
social bonding. Weeks later, cultural griev-
ances and political commentary increase.

\ HSWATE
ULATED ﬁncg

Memes appear. The teenager stays because
friendships and belonging have formed. Ide-
ology enters slowly rather than suddenly.”

MECHANISM ANALYSIS

Trust-building and bonding precede ideology. Migra-
tion reduces external moderation, lowers exposure to
alternative views, and increases conformity pressure.
Insulation hardens norms and makes disengagement
socially costly.

WHY IT MATTERS

Insulated spaces intensify narrative reinforcement and
can function as staging grounds for recruitment migra-
tion. The risk is not private speech; it is private escala-
tion without counterbalance.

IMPACT ON USERS

« Most users leave if uncomfortable.

« Vulnerable users may develop strong identity fusion,
reduce outside perspective, and accept hardened nar-
ratives as normal.

SEMI-PRIVA
SReIm
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Cross-Platform Amplification:

When narratives travel and harden

DEFINITION
Cross-platform amplification occurs when content orig-
inating in one space spreads across multiple platforms,
becoming reinforced, reframed, and sometimes intensi-
fied as it travels.

CONTEXT AND ANALYTICAL FRAMING
Gaming-related narratives often move betweenin-game
chat, Discord, streaming platforms, TikTok-style short
video, forums, and encrypted channels. Each platform
has different norms and moderation capacity. The same
artefact can be re-captioned and reframed, producing
reinforcement loops and making escalation harder to
track.

SYNTHETIC EXAMPLE

“A sandbox clip is shared as edgy humour in
a Discord server, edited into a short meme
video on social media, and then reframed
ideologically in a politically charged forum.
Meaning shifts as it spreads, and repetition
increases perceived legitimacy.”

MECHANISM ANALYSIS

Amplification works through audience expansion,
reframing across communities, algorithmic visibility,
and echo chambers for reinforcement. Each step can
intensify interpretation. Fragmentation also reduces
accountability and makes coordinated intervention
harder.

WHY IT MATTERS

Fragmented ecosystems allow narratives to migrate
and intensify beyond the view of any single platform.
What appears playful in one space may be ideological
elsewhere.

IMPACT ON USERS

» Most viewers scroll past.

« Vulnerable individuals may encounter repetition,
interpret it as validation, and migrate toward more ide-
ologically intense spaces.
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Prolific High-Visibility Users:
When a few voices
shape the room

DEFINITION

This risk occurs when a small number of highly active
users disproportionately shape discussion tone and
perceived norms within a community, concentrating
influence through visibility and repetition.

CONTEXT AND ANALYTICAL FRAMING
Online communities often operate on attention and
reaction metrics. Highly active users can shape what is
seen and what becomes normal simply through volume
and persistence. This matters because perceived con-
sensus often depends on what is visible, not on what
most members believe.

SYNTHETIC EXAMPLE

“In a large server, three users post most
political memes. Their posts receive fre-
quent reactions, and newcomers assume
this tone represents the community. Over
time, silence from others reinforces the
impression of consensus.”

MECHANISM ANALYSIS

Influence grows through agenda setting and norm sig-
nalling. Engagement reinforces visibility and encour-
ages imitation. Over time, dominant voices become
cultural baselines, discouraging dissent and pushing
moderating voices out.

WHY IT MATTERS

A small cluster can normalise extremist-adjacent fram-
ing and distort perceived consensus. Targeted inter-
vention can therefore be more effective than broad
monitoring.

IMPACT ON USERS

» Most users remain passive consumers.

« Vulnerable individuals may admire dominant voices,
adopt their framing, and imitate their tone to gain
status.
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Event-Driven Communication Spikes:

When attention peaks
create opportunity

DEFINITION

Event-driven spikes occur when major gaming releas-
es, controversies, or community flashpoints generate
intense discussion, creating openings for grievance
framing, polarisation, and funnel migration into insu-
lated spaces.

CONTEXT AND ANALYTICAL FRAMING
High-visibility moments concentrate emotion, traf-
fic, and debate. Moderation capacity may be strained.
Polarised framing spreads faster. Extremist-adjacent
actors can exploit these moments to inject simplified
narratives, recruit attention, and redirect users into pri-
vate channels.

SYNTHETIC EXAMPLE

“A new game introduces an inclusive pro-
tagonist. Debate surges. Grievance nar-
ratives appear claiming cultural decline.
Invite links circulate to “uncensored dis-
cussion spaces,” where framing becomes
sharper and conspiratorial.”

MECHANISM ANALYSIS

Spikes amplify emotional intensity and compress time.
Hot takes dominate. Reframing occurs rapidly. Migra-
tion accelerates as users are redirected into private
groups that persist after public attention fades.

WHY IT MATTERS

Unmoderated spikes can accelerate escalation that
would otherwise develop slowly. Early intervention
during spikes is disproportionately important.

IMPACT ON USERS

» Most users move on.

« Vulnerable individuals may anchor identity around
grievance narratives formed during the spike and
migrate into more ideologically intense spaces.
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Grooming in Gaming
Ecosystems:

When bonding
becomes leverage

DEFINITION

Grooming in gaming ecosystems refers to a gradual rela-
tional process through which an individual builds trust
with a player-, in order to influence, manipulate, ideo-
logically shape, exploit, or recruit them. It may serve ide-
ological, sexual, criminal, financial, or other exploitative
purposes,and these motives may overlap.ltrarely begins
with explicit abuse or extremism; it begins with bonding.

CONTEXT AND ANALYTICAL FRAMING
Gaming environments enable repeated interaction,
teamwork, mentoring, private messaging, and migra-
tion to external platforms. These conditions can accel-
erate trust-building and create relational asymmetries.
Grooming therefore functions as a cross-layer escala-
tion mechanism: structural affordances enable contact
and privacy, behavioural bonding generates depend-
ency, and narrative content is introduced gradually
through “mentorship” framing.

SYNTHETIC EXAMPLE

“An experienced player regularly teams
up with a younger gamer and offers advice
and emotional support. After weeks, the
older player introduces claims that “media
lies” and “truth is hidden,” then invites the
younger player to a private Discord server
“for serious players.” Inside that server, con-
versation slowly shifts toward civilisational
grievance and ethnic conspiracy framing.
The younger player stays because they feel
valued and included. The ideological shift is
subtle”.

MECHANISM ANALYSIS

Trust formation precedes ideological content. Emo-
tional bonding creates reliance. Narrative introduction
is incremental, often framed as guidance. Platform
migration reduces external visibility and increases
insulation. Identity shaping occurs as the relationship
becomes central and outside influences diminish. The
process is relational rather than coercive at first.

WHY IT MATTERS

Gaming is immersive and peer-driven. For youth, digital
mentorship can substitute for offline validation. Groom-
ing exploits developmental plasticity and can escalate
unnoticed because it feels like friendship.

IMPACT ON USERS

« Most players experience noimpact. Some may encoun-
ter manipulative behaviour without becoming involved.

«Vulnerable users may develop emotional dependency,
identity shaping, and become increasingly susceptible
to extremist recruitment, sexual exploitation, criminal
recruitment, financial exploitation or coercive control.
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Recruitment Pathways and Escalatory Migration:
When gaming becomes a filtering stage

DEFINITION

Recruitment refers to the gradual movement of individ-
uals from casual gaming participation toward deeper
ideological engagement, often culminating in migra-
tion to external extremist spaces. Gaming is rarely the
endpoint; it functions as a preselection and filtering
stage.

CONTEXT AND ANALYTICAL FRAMING
Gaming communities provide shared identity, cultural
shorthand, humour codes, and emotional engagement.
These features can enable soft recruitment and filter-
ing. Recruitment typically does not begin with explicit
ideology in public lobbies, it begins through grievance
alignment and community bonding, then consolidates
via private migration and cross-platform movement.

SYNTHETIC EXAMPLE

“A forum frequently discusses “forced
diversity” in games. A subgroup shares
memes criticising “global elites.” Members
are invited to a Discord channel framed as
“uncensored gaming talk.” Over months,
conversation shifts from game criticism to
demographic conspiracy narratives, and
links to external ideological forums appear.
A few members migrate. Most do not. The
funnel is narrow, but impactful.”

MECHANISM ANALYSIS

Cultural grievance provides entry. Social bonding rein-
forces attachment. Narratives intensify and become
more structured. Migration moves conversation into
insulated spaces where counter-arguments fade. Ideo-
logical alignment becomes explicit for a small subset,
who then transition outside gaming into extremist
ecosystems.

WHY IT MATTERS

Gaming can provide social conditions for filtering:
belonging, identity, and emotional engagement.
Extremist actors need only a small subset of susceptible
users to be effective.

IMPACT ON USERS

» Most gamers remain uninvolved. Some experience
exposure without adoption.

« Highly susceptible individuals may realign identity,
enter insulated ecosystems, and become resistant to
outside critique.
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Youth Developmental Sensitivity

as Risk Amplifier: When

adolescence increases imprinting

effects

DEFINITION

Youth vulnerability is not a discrete risk but a develop-
mental sensitivity layer that modifies exposure and sus-
ceptibility across structural, communication, content,
and behavioural risks. Adolescence involves identity
formation, peer validation needs, and worldview explo-
ration, which can amplify certain dynamics.

CONTEXT AND ANALYTICAL FRAMING
Youth sensitivity does not imply inevitability. Most
young gamers remain resilient. However, develop-
mental plasticity can intensify imprinting effects when
layered exposure to grievance narratives, conformity
pressure, algorithmic amplification, and private group
insulation converges.

SYNTHETIC EXAMPLE

“A fifteen-year-old spends significant time
in a competitive community. They repeat-
edly encounter claims that “the system
is broken” and that “certain groups are
destroying culture.” Peers reward repeti-
tion. Over time, the adolescent integrates
these frames into self-understanding. The
shift is gradual and socially reinforced.”

A fifteen-year-old active in an online gaming
forum repeatedly encounters posts claim-
ing that immigration is “destroying Europe”
and that migrants are responsible for crime,
unemployment, or cultural decline. Memes
portray refugees as invaders and diversity
in games as proof that “native culture” is
being erased.

At first, the teenager shares the content as
humour. Other players respond positive-
ly, reinforcing the language. Over time, the
framing shifts from joke to belief. Migrants
are increasingly described as threats rather
than people.”

MECHANISM ANALYSIS

Belonging needs drive engagement. Narrative expo-
sure supplies simplified interpretative frames. Social
reinforcement rewards repetition. Identity integration
gradually embeds narratives into worldview. Develop-
mental plasticity increases sensitivity to these dynam-
ics without guaranteeing permanence.

WHY IT MATTERS

Youth protection must focus on resilience and literacy
rather than restriction. Gaming is not inherently harm-
ful, but layered exposure combined with developmen-
tal sensitivity can intensify impact for a minority.

IMPACT ON USERS

« Most youth maintain fiction-reality separation and
do not radicalise. Some show stronger susceptibility to
grievance framing.

« A small minority may experience identity fusion and
increased recruitment vulnerability.
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1

Responsibility

From Risk Awareness to Shared

Understanding risk is only the first step. In
complex digital ecosystems, prevention cannot
rely on restriction alone. It must be grounded
in literacy, proportionate governance and the
strengthening of community norms that make
harmful escalation socially unsustainable.

As outlined in the previous sections, escalation in
gaming environments is not inevitable. It emerges
when narrative exposure, behavioural reinforcement,
structural affordances and cross-layer migration con-
verge across the same content, behavioural, structural
and bridge dynamics layers identified in the typolo-
gy above. Strengthening resilience therefore requires
attention across those same layers.

Resilience in gaming ecosystems
is a shared multi-stakeholder
responsibility and this is widely
acknowledged. It involves
platforms, regulators, educators,
families, civil society organisations
and young users themselves.

No single actor sees the

full trajectory of escalation,
particularly in fragmented cross-
platform environments where
content migrates and intensifies
through bridge pathways and
funnel migration dynamics.
Effective prevention depends on
cooperation across institutional
boundaries as much as on
awareness within communities.

Large-scale evidence, including research in GEMS
project, suggests that support for extremist violence
within gaming communities remains marginal. The
overwhelming majority of gaming experiences are pos-
itive, creative and socially meaningful. Resilience efforts
therefore aim not to correct widespread harm, but to
prevent specific risk clusters from converging under
particular conditions. The objective is reinforcement of
healthy environments, not suspicion of ordinary play.
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As mentioned above, many platforms encourage users
to take an activerolein protecting themselves by report-
ing harmful content, blocking users, adjusting privacy
settings, and leaving problematic communities. These
measures are important and can significantly reduce
exposure to harmful interactions. However, responsi-
bility for safety cannot rest solely with individual users.

This includes:

Young people, in particular, may not always have the
experience, confidence, or knowledge required to rec-
ognise manipulation, identify grooming behaviours,
understand the dynamics of social pressure, or disen-
gage from communities that provide a sense of belong-
ing and identity. As a result, many experts and poli-
cymakers increasingly emphasise the importance of
a shared responsibility model in which platforms,
community managers, educators, parents, policy-
makers, and users all play a role in promoting safer
digital environments.

STRONGEeR erFFecTIvVe rRansParency
PLaTFORM moDeRrRaTIoOn measuRes
accounTaBilITyY sysTems

ace- SsarFeR susTaneb
aPPROPRIaTIaTe PLaTFORM NnvesTmenT INn
SarFeTyY DesIiGn DiGITAaL Lireracy
PROTEeCcCTIoONS anb ResiLience-

BUILDING
nraTives

1.1. Digital Literacy: Interpreting Narrative Clusters

Digital literacy in gaming contexts is very important. It
extends beyond technical competence. It involves inter-
pretative awareness and the ability to recognise how
content-layer narrative clusters operate within digital
conversations. This includes, amongst others described
above, understanding how humour can gradually shift
into dehumanisation, how aesthetic disagreement may
become grievance framing, how conspiratorial narra-
tives simplify complexity, and how coded language or
dogwhistling signals in-group alignment.

By recognising these narrative patterns early, users
reduce the likelihood that repetition will normalise
exclusionary framing. In environments characterised
by speed, repetition and social reinforcement, liter-
acy directly interrupts the normalisation dynamics
and restores reflection before escalation pathways
consolidate.
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The importance of these skills is increasingly recognised at the European Union level. As young people spend grow-
ing portions of their social, educational, and recreational lives in digitally mediated environments, policymakers have
become increasingly concerned with how digital ecosystems influence information exposure, identity formation, civic
participation, social cohesion, and democratic resilience. It is within this broader context that the European Commis-
sion developed the Guidelines for Teachers and Educators on Tackling Disinformation and Promoting Digital Literacy
through Education and Training (2026).

The Guidelines seek to strengthen individuals’ ability to critically assess information, recognise manipulation, under-
stand how digital environments shape perceptions and behaviour, and participate responsibly in democratic societies.
In doing so, they reflect a wider European recognition that resilience in the digital age depends not only on technolog-
ical safeguards but also on education, critical thinking, and informed digital citizenship.

1.1.1 Digital Literacy and Democratic Resilience:
Key Takeaways from the European Commission's
2026 Guidelines®

The European Commission’s Guidelines for Teachers and
Educators on Tackling Disinformation and Promoting
Digital Literacy through Education and Training (2026)
positions digital literacy as a fundamental democrat-
ic competence rather than merely a technical skill. The
Guidelines emphasise that digital literacy plays a cr
cial role in strengthening democratic resilience, ci
participation, social cohesion, and individuals’ abili
to navigate increasingly complex online environmen

In this context, digital literacy is not
only about accessing information
but also about critically evaluating
it, recognising manipulation, under-
standinghowdigitalplatformsshape
information exposure, and partici-
pating responsibly in digital society.

A key message of the Guidelines is that being proficient
in using digital technologies does not automatical-
ly make someone digitally literate. Young people may
use social media, apps, and digital devices extensively
while still struggling to recognise manipulative content,
understand algorithmic influences, assess credibility, or
identify disinformation. Consequently, digital literacy
education should focus not only on technical skills but
also on critical thinking, reflection, ethical engagement,
and informed decision-making.

The Guidelines further stress the importance of creating They also highlight the value of prebunking—building
safe and inclusive learning environments where contro- resilience before exposure to manipulation by help-
versial issues can be discussed through dialogue, empa- ing learners recognise common persuasion techniques,
thy, and critical reflection rather than confrontation or emotional triggers, and deceptive framing. At the same
stigmatisation. time, digital citizenship is presented as a broader concept

encompassing privacy, digital rights, freedom of expres-
sion, responsible participation, and online wellbeing.
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Importantly, the Guidelines advocate a whole-school
approach, recognising that digital literacy is a shared
responsibility involving teachers, school leaders, par-
ents, psychologists, librarians, civil society organisa-
tions, and the wider community. Perhaps their most
significant contribution is the recognition that disin-
formation should not be understood simply as false
information, but as part of a broader ecosystem shaped
by technology, algorithms, emotions, identity, social
belonging, and influence dynamics. Building resilience
therefore requires not only fact-checking skills but also
a deeper understanding of how digital environments
shape perceptions, behaviours, and social norms.

This Guide, builds upon and complements this frame-
work by focusing on a digital environment that has
become increasingly significant in the lives of young
people: the gaming ecosystem. While the Commission
Guidelines address digital platforms, social media,
influencers, Al, and information literacy more broadly,
references to gaming are relatively limited. The broad-
er gaming ecosystem, as a social, cultural, and commu-
nication environment where young people interact,
form communities, consume information, and devel-
op identities, remains largely outside the scope of the
Guidelines.

eu cuipeuiInes
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This Guide extends established
digital literacy principles to the
interconnected spaces where
gaming, streaming, social media,
communication platforms, and
online communities converge. This
distinctive approach recognises
that gaming should not be viewed
solely as a form of entertainment,
but as a complex social ecosystem
where communication, influence,
identity formation, and community
dynamics increasingly take place.

The GEMS project is among the first
European initiatives to examine
these environments through the
lenses of prevention of violent
extremism and radicalisation.
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1.2. Ecosystem Literacy: Understanding Structural Conditions
and Amplification

Gaming does not occur within a single bound space. It also involves recognising how private group

It unfolds across interconnected platforms, in-game migration and funnel dynamics reduce oversight and
environments, streaming channels, community serv- increase insulation. Without this perspective, isolated
ers, social media and private messaging applications. incidents may appear disconnected. With it, patterns
Content may originate in one location, be reframed in across layers become visible and proportionate
another, and intensify as it migrates through cross-plat- responses possible.

form amplification pathways.

Fragmentation means that no platform has full visibil-
ity of escalation trajectories. Cross-platform coopera-
tion, systemic risk assessment and transparent notice-
and-action mechanisms therefore strengthen structural
resilience. Regulatory frameworks such as the Digital
Services Act reinforce these obligations, addressing sys-
temic risk rather than isolated incidents.

While digital literacy focuses on understanding and crit-
ically interpreting content, narratives, and persuasive
techniques, resilience also requires an understanding
of the environments through which these narratives
circulate.

Ecosystem literacy involves
understanding structural enabling
conditions such as algorithmic
amplification, visibility metrics,
fragmented moderation capacity
and anonymity features.

ecosysTem
Lreracy

PULaTFORIM
| Racy

TERAaCY
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1.3 A toolkit on literacies:

Digital Literacy

Digital literacy refers to the technical and cognitive
skills required to use digital technologies safely and
effectively.

In gaming contexts, this includes:

-Managing privacy settings

+ Recognising misinformation

+ Evaluating online sources

* Practising respectful
communication

* Understanding basic online safety

Digital literacy focuses primarily on the individual user’s
competence.

However, technical competence alone does not explain
how group dynamics evolve.

Platform Literacy

Platform literacy refers to understanding how a specific
platform operates.

This includes knowledge of:

« Community guidelines and
enforcement rules

* Reporting mechanisms

+ Content moderation practices
- Visibility indicators (likes,
reactions, trending sections)

+ Recommendation systems

Platform literacy helps users understand the rules and
mechanics within a single environment.

But gaming today rarely unfolds within one platform.

Ecosystem Literacy
Ecosystem literacy goes further.

It involves understanding how multiple platforms, sys-
tems and communities interact.

In gaming environments, this includes recognising:

« How conversations migrate
from in-game chat to streaming
platforms to private servers

« How content visibility increases
through engagement

* How repetition shifts what feels
acceptable

« How private groups reduce
external scrutiny

« How behaviour in one space
influences tone in another

Ecosystem literacy therefore focuses on patterns across
interconnected environments, not isolated incidents.
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Algorithm Amplification: Why Some Content
Becomes More Visible

Most major platforms, including gaming-adjacent
spaces, use algorithmic systems to organise and recom-
mend content.

These systems typically prioritise content based on
engagement signals such as:

* Clicks

« Comments
* Shares

* Reactions

* Watch time

Content that generates strong emotional responses,
whether positive or negative , often attracts higher
engagement. As a result, it may receive greater visibility.

This is known as algorithmic amplification.

Importantly:

« Algorithms are designed to maximise engagement,
not to promote extremism.

» However, emotionally charged or polarising content
may be amplified because it generates interaction.

In gaming ecosystems, this may mean that:

« Controversial discussions spread faster than nuanced
ones.

« Outrage receives more visibility than moderation.

« Repeated grievance narratives appear more frequent-
ly in feeds.

+ Algorithm literacy helps users understand that
increased visibility does not necessarily mean increased
legitimacy.

Algorithmic Bias: What It Means in Practice

When discussing algorithmic bias in this context, we do
not mean deliberate ideological bias. Rather, bias refers
to systematic tendencies in how systems function.

For example:

- Engagement-based systems may
favour emotionally intense content
over reflective discussion.

* Highly active users may shape
visibility disproportionately.

* Recommendation systems may
reinforce exposure to similar
content once engagement begins.
* Repetition can create feedback
loops where users are shown more
of what they already interact with.
This creates what is sometimes called an “engagement
loop”:

« A user interacts with a grievance-based post.

» The system registers that interest.

« Similar content is recommended.

« Exposure increases.

« Familiarity grows.

Over time, this can narrow the range of visible
perspectives.

Understanding this dynamic does not imply that users
lack agency. It clarifies how exposure patterns can grad-
ually intensify without explicit intent.

1. USEeR INTeracTs
Engages with a post

5. FaMILIaRITY GROWS
Narrows visible range

4, eXPOSURE INCReases
More frequent appearance

2. SYsTem RecIsTerRS
Logs the interest signal

3, conTenT RecommenDeD
Similar posts surface
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1.4 Platform Safety Tools: What Exists, What Users Need to

Know

1.4.1 Block and mute: the right to step away

Among the most accessible self-protection tools availa-
ble to gamers are functions such as blocking, muting,
and restricting communication. These features allow
gamers to stop receiving messages, remove individuals
from voice communications, prevent unwanted contact
requests, and limit who can interact with them within a
platform or community.

Although these measures may appear simple, they rep-
resent important components of digital self-protection.
In practice, some young users may hesitate to use such
tools because they fear social repercussions, including
being ridiculed, excluded, perceived as weak, or pres-
sured to continue engaging in unwanted interactions.
As a result, they may remain exposed to harmful, abu-
sive, or distressing content longer than necessary.

Important note: The ability to disengage from harmful
interactions should be recognised as a fundamental
digital resilience skill rather than a sign of weakness.
Users should be encouraged to understand that pro-
tecting their wellbeing is a legitimate and responsible
choice. No online interaction, community, or digital
relationship should take precedence over an individu-
al’s psychological safety and wellbeing.

1.4.2. Reporting systems: when something crosses the line

User reporting mechanisms constitute an important
component of platform safety and moderation systems.
While automated detection tools play an increasing-
ly significant role in identifying harmful content and
behaviour, platforms continue to rely heavily on user
reports to identify incidents that may not be visible to
automated systems or moderators. Consequently, users
play an active role in supporting safer online environ-
ments by flagging content or behaviour that may vio-
late platform rules or community standards.

Depending on the platform, users can typically report
a wide range of content and behaviours, including har-
assment, threats, hate speech, grooming attempts,
extremist content, impersonation, sexual exploitation,
and other forms of harmful or potentially unlawful
conduct.

Reporting tools are generally available for:
« individual messages,

« direct messages (DMs),

- images,

« videos,

« user profiles,

« channels,

« servers, and

« other forms of user-generated content.

In most cases, reporting involves selecting the relevant
content and using a designated reporting function inte-
grated into the platform interface.

Important note: User confidence in reporting systems
can vary. Some users may perceive reporting mecha-
nisms as ineffective due to delayed responses, limit-
ed feedback on outcomes, inconsistent enforcement,
or the ability of offenders to reappear under new
accounts. As a result, the effectiveness of reporting
systems depends not only on their availability but also
on the transparency, consistency, proportionality, and
timeliness of moderation responses. Effective reporting
mechanisms therefore form part of a broader platform
governance framework that combines user reporting,
proactive moderation, clear community standards, and
appropriate enforcement measures to promote safer
and more resilient online communities.
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1.4.3. Privacy settings: who can find you?

Most digital platforms provide gamers with a range of
privacy and account management tools, including:

« controls over friend requests,

» direct messaging,

« profile visibility,

« communication preferences, and

« participation in group interactions. These settings
enable users to exercise greater control over who can
contact them, view their information, invite them into
conversations, or interact with them across the platform.

For younger users in particular, privacy settings con-
stitute an important layer of protection. Many harmful
interactions, including harassment, grooming attempts,
scams, and unwanted contact, may originate through
unsolicited friend requests, shared communities, or pri-
vate messages.

Understanding and regularly reviewing privacy settings
is therefore an important component of digital self-pro-
tection and platform literacy.

Important note: Platform providers operate within
a complex environment where user safety and user
engagement must be balanced. Digital platforms are
designed to facilitate interaction, visibility, and partic-
ipation, all of which contribute to community growth
and user engagement.

1.4.4. Moderators and community rules: The “Referee who may step in”

Most platforms establish community standards and
moderation mechanisms intended to promote respect-
ful behaviour and address harmful conduct. Modera-
tors may:

* remove content,
« restrict or suspend accounts,
« intervene in disputes, and

» enforce community rules designed to protect users
and maintain the integrity of the platform environment.

Important note: The quality, consistency, and effec-
tiveness of moderation can vary significantly across
communities and platforms. While some communities
maintain clear standards, transparent enforcement
practices, and active safeguarding measures, others
may apply rules inconsistently or have limited moder-
ation capacity. As a result, users may encounter varying
levels of protection depending on the specific commu-
nity in which they participate.
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1.4.5. Al moderation: the “invisible guardian”

Platforms increasingly rely on artificial intelligence and
automated detection systems to support moderation
activities at scale. These systems may use:

« machine learning,

« keyword detection,

» image recognition,

« behavioural analysis, and

« other techniques to identify content associated with
violence, hate speech, sexual exploitation, terrorist
propaganda, grooming attempts, and other forms of
harmful behaviour.

Important note: Automated moderation systems can
contribute significantly to platform safety, but they are
not infallible. Al systems may struggle to interpret con-
text, irony, humour, memes, coded language, or rapidly
evolving online subcultures. They may incorrectly flag

benign content or fail to detect harmful behaviour that
is intentionally disguised. Furthermore, some commu-
nities adapt their communication practices to circum-
vent automated detection through the use of symbols,
coded references, alternative terminology, or migration
to less visible spaces. For this reason, effective moder-
ation typically requires a combination of automated
tools, human judgement, user reporting, and clear
governance frameworks.
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The Cognitive Load of Platform Safety — Discord as
an lllustrative Example

While Discord?, for example, provides an extensive framework of safety resources, parental guidance
tools, community standards, reporting mechanisms and youth-protection policies, the practical acces-
sibility of this information remains a challenge. The volume of documentation spans files distributed
across numerous interconnected pages and policy documents. Expecting teenagers or average users
to systematically navigate, read and operationalise this material may therefore be unrealistic.

The challenge is not only information availability, but information discoverability, usability and cogni-
tive accessibility within fast-paced digital environments. See more at Appendix
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1.5 Indicative Checklist - Practical Action Signals

FOR PARENTS

Platform & Algorithm Awareness

I:I Does my child understand that liking, sharing, or reacting increases the visibility of similar
content?

I:I Have we discussed how recommendation systems work in games, streaming, and adjacent
platforms?

I:I Does my child know that humour, memes, and “edgy jokes” can sometimes carry ideological
messages?

Migration & Boundary Awareness

I:I Have conversations moved from the game itself to private servers, encrypted chats, or
invite-only groups?

I:I Has my child been invited to join “exclusive” gaming communities?
I:I Do | know which third-party platforms (e.g., chat apps, forums) are connected to their

gaming activity?

Narrative & Social Dynamics

I:I Are the same grievances or “culture decline” themes appearing repeatedly?

I:I Is expressing anger or hostility being socially rewarded within the group? r

I:I Are dissenting voices mocked, silenced, or excluded?

Emotional & Identity Signals

I:l Has my child’s language shifted toward “us vs them” framing?

I:I Is gaming becoming the primary or only space of belonging?

Have conversations about fairness or “the system being broken” become more rigid or
absolute?
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Curriculum Integration

Narrative Recognition

Structural & Platform Literacy

Community & Resilience

FOR EDUCATORS

Is algorithmic amplification explained in digital literacy modules?

Are students taught how online ecosystems connect across platforms?

Is gaming discussed as a legitimate part of youth digital culture, rather than ignored or
stigmatized?

Can students distinguish between general online toxicity and ideologically motivated
extremism?

Are students able to identify when humour or irony masks dehumanising language?

Do classroom discussions address how conspiracy narratives evolve?

Do students understand how moderation works — and where it does not?

Are they aware that different platforms have different safety architectures?

Is the concept of “cross-platform migration” explained?

Are peer-support mechanisms encouraged?

Do students practice respectful disagreement?

Is there a safe space to discuss concerning online experiences without fear of punishment?
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FOR GAMERS

Content Awareness

Has the visibility of certain narratives increased suddenly in your community?

Are memes or jokes becoming more explicitly hostile over time?

Are violent “fantasy scenarios” framed as entertainment but repeatedly tied to real-world
groups?

HEEEN

Behavioural Signals

I:l Are certain users consistently steering conversations toward grievance or exclusion?

I:I Is social status within the group linked to increasingly extreme statements?

I:I Are newcomers tested through increasingly edgy or offensive language?

Structural & Migration Signals

l:l Are discussions moving from public channels to closed or encrypted spaces?

I:l Are the same actors active across multiple platforms?

I:I Are moderators passive, partisan, or encouraging hostility?

3 et

o 2T
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Self-Reflection

I:l Do you feel pressure to agree to stay part of the group?

I:l Are you hesitating to disagree because of ridicule?

I:l Is the tone of the space shifting from competitive banter to moral hostility?
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1.6 Special Context: Gaming Cafés and Shared Gaming Spaces

While much of this Guide focuses on online ecosystems, risks may also emerge in physical gaming environments such
as gaming cafés, LAN centres, or hybrid gaming spaces. Fieldwork indicates that minors and adults often share the
same space without clear supervision, creating opportunities for exposure to toxic language, extremist memes, or
manipulative conversations.

The guidance below translates ecosystem literacy into concrete behavioural steps for different groups.

GUIDANCE FOR GAMERS (YOUTH)

Be aware of who is around you. If adults nearby use toxic or extremist language, move to
another area or switch tables.

Avoid copying harmful behaviour. Many minors imitate older players’ aggressive or extrem-
ist expressions.

Use your own channels wisely. If Discord or in-game chats turn hostile or ideological, mute,
block, or leave the server.

Stick with trusted friends. Playing with peers reduces exposure to harmful adult influence.

Report what feels wrong. If someone pushes extremist ideas or harasses others, tell café
staff or a trusted adult.

L1 1 e S

GUIDANCE FOR GAMERS (ADULTS)

Stay alert to manipulative behaviour. Extremist actors often use jokes, memes, or casual
grievances to test reactions before introducing ideological content. Distance yourself from
repeated political or hateful framing.

Keep gaming spaces welcoming. Remember minors are often present. Avoid toxic language
or discriminatory humour.

Set a positive tone in shared chats. Model respectful communication. Simply not participat-
ing in harmful talk can shift the dynamic.

Avoid sharing extremist memes “as humour.” Normalisation often begins ironically.
Report concerning behaviour to staff, especially if minors are targeted.

Protect your own digital safety. Be cautious when joining unknown servers or accepting
unsolicited invites.

Support a safe environment. If minors are exposed to inappropriate discussions, redirect or
help them relocate.

e | [ [
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GUIDANCE FOR PARENTS

Visit the café at least once. Ask for youth-friendly seating areas.
Ask about supervision policies. Many cafés lack age separation or moderation.

Discuss PEGI ratings at home and explain why they matter.

Set simple rules (e.g., play with friends, avoid late sessions, leave if adults behave
aggressively).

Stay informed about which platforms your child uses while in the café.

GUIDANCE FOR EDUCATIONAL STAFF

Recognise gaming cafés as after-school social spaces.

Familiarise yourself with PEGI standards.

Integrate PEGI awareness into digital literacy teaching.

Teach critical thinking around extremist memes and conspiracy narratives. i i
Encourage safe peer-group play rather than joining unknown adult groups.

Build communication channels with parents about gaming environments.
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1.7. Design-Level Safeguards and Behavioural Reinforcement

Platform architecture shapes behavioural-layer dynam-
ics. Proportionate and predictable enforcement of
clearly communicated rules reduces ambiguity and
discourages boundary testing. Transparency in mod-
eration decisions, safeguards for minors, monitoring
of high-visibility users who disproportionately shape
tone, and consistent enforcement signals mitigate con-
formity drift, desensitisation, and attention-reward
escalation.

Safety-by-design approaches, including friction in high-
risk migration pathways, proactive detection systems
and collaboration with trusted flaggers, reduce the
likelihood that structural enabling conditions amplify
grievance narratives. During event-driven spikes, such

as major releases or cultural controversies, early inter-
vention is particularly important. These moments can
temporarily intensify behavioural reinforcement loops.
Calibrated moderation prevents short-term volatility
from solidifying into longer-term identity fusion.

Governance is most effective when it remains visible,
consistent and proportionate. Overreach can erode
trust, absence of enforcement can reinforce escalation
dynamics. The aim is calibrated response grounded in
layered awareness.
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1.8. Concluding Reflections: Understanding Risks,

Strengthening Resilience

Building Skills for the Digital Age

Young people navigate broader societal pressures
while forming identities in digitally mediated spaces.
Adolescence is marked by heightened belonging needs
and worldview exploration. While most young gamers
maintain clear fiction-reality boundaries, developmen-
tal sensitivity can amplify the effects of exposure when
content-layer narratives, behavioural reinforcement
and structural insulation converge.

Educational systems therefore play a central role in
strengthening resilience. This role has been increas-
ingly recognised by the European Union which has
developed a range of policies, strategies and educa-
tional initiatives aimed at strengthening resilience
and preparedness to navigating complex online envi-
ronments.>* Beyond general digital literacy, curricula
can incorporate ecosystem literacy, helping students
understand amplification mechanisms, migration path-
ways and reinforcement dynamics across platforms.
However, resilience is not only technical or analytical;
it is civic. Strengthening civic education, including edu-
cation on democratic values, human rights, pluralism,
and the rule of law provides young people with norma-
tive anchors against exclusionary or authoritarian nar-
ratives. When learners understand why equality before
the law matters, how democratic institutions function,
and why minority protections exist, grievance-based
ideologies become easier to critically interrogate.

Importantly, this learning does not need to be abstract
or dull. Gaming itself can be a powerful medium for
civic education.

Game-based learning, and simulation-based activi-
ties can allow young people to experience democratic
decision-making, ethical dilemmas, media manipula-
tion scenarios, or rule-of-law trade-offs in interactive
and engaging formats. When civic concepts are embed-
ded in gameplay through narrative choice, cooperative
problem-solving, or consequence-based scenarios stu-
dents practice democratic reasoning rather than merely
memorising it. In this sense, gaming is not only a poten-
tial risk environment; it can also be part of the solution.

Emotional literacy and critical narrative analysis fur-
ther enable young people to recognise grievance fram-
ing without internalising it. Teaching how propaganda
reframes frustration into blame, or how conspiracy nar-
ratives simplify complex societal issues, equips students
to evaluate claims rather than absorb them.

Open dialogue remains more effective than alarmist
restriction. Schools and families that validate frustra-
tion without legitimising dehumanisation help pre-
vent identity fusion with exclusionary communities.
Importantly, early awareness mechanisms should pri-
oritise support rather than surveillance, distinguishing
between ordinary experimentation and sustained con-
vergence across risk clusters.

In this context, youth protection is not about shielding
young people from all exposure, but about strengthen-
ing their capacity to navigate pluralistic societies with
critical judgement, empathy, and commitment to dem-
ocratic norms.
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Seeing the Bigger Picture

A central insight of this Guide is that risks rarely operate
in isolation. Escalation becomes more plausible when
content-layer narratives, behavioural reinforcement
dynamics, structural enabling conditions and bridge
pathways align. Resilience therefore depends on rec-
ognising convergence early, before private migration,
identity fusion or insulation become entrenched. This
logic aligns closely with the concept of prebunking, as
mentioned above. which seeks to strengthen awareness
of manipulation techniques, persuasion strategies and
escalation patterns before they become established.

While digital platforms continue to expand their safety
features and moderation capabilities, technological
safeguards alone cannot eliminate all risks. Ultimately,
one of the most important protective factors remains
the gamer’s ability to think critically about the environ-
ments in which they participate.

Digital resilience involves recognising potentially harm-
ful dynamics within online communities and respond-
ing to them with critical awareness and informed
judgement.

From this perspective,
resilience is not about
avoiding gaming or digital
participation.

Rather, it is about
developing the awareness
and judgement necessary

to recognise unhealthy

dynamics before they

become normalised.

Supporting gamers in

developing this capacity is

a central opjective of digital

literacy, platform literacy

. and ecosystem literacy.
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1.9. Preserving the Positive Value of Gaming

A resilient gaming ecosystem
is hot one without competition,

humour or disagreement. It ﬂ
iIs one where dehumanisation

does not become routine,
dissent remains possible,
moderation signals are clear,
youth feel supported rather
than stigmatised, and migrati

into insulated extremist spacen\’m
IS not normalised.

Gaming does not create
extremism. It intersects with
broader societal tensions and,
under specific conditions,
may be exploited. Escalation
layered, relational and
. A mulative. Resilience must
| ‘therefore mirror the layered
“**" architecture identified
throughout this Guide, :
combining narrative awarenes
behavioural safeguards,
structural governance and
cross-platform cooperation.

'h‘

The objective is informed =
awareness, calibrated -
response and t reservation
of the creative, social and
developmental value of gaming

for the overwhelmlng maJorlty
of users:- . :



92



Beyond the Game: Understanding the Risks of Extremism in the Gaming Ecosystem

Reflection Questions and Awareness
Check

This “Reflection Questions and Awareness Check” sec- They translate research findings to practical everyday
tions function as structured self-assessment tools. contexts in order to:

They are practical prompts designed to help readers
pause, think, and apply the Guide’s concepts to real-life
situations.

« Encourage readers to reflect on what they are observ-
ing in gaming environments

« Help distinguish between normal gaming culture
(competition, humour, disagreement) and warning
« Parents, to better understand their child’s gaming signs of extremist narrative drift

environment and initiate constructive conversations.

They can be used by:

« Support early awareness without promoting panic or
« Educators, to build classroom discussions around digi- overreaction

el llg el ea e ? « Strengthen critical thinking and ecosystem literacy

» Gamers themselves, especially adolescents, to develop
self-awareness and peer awareness.

1.1. Set A: Foundational Risk Awareness (True or False)

‘If a young person plays violent video games, they are more
lirely to start supporting racist or authoritarian ideologies.”

Answer: FALSE

Trigger or reflection point: Playing violent games does not cause someone to adopt racist, antisemitic, or suprem-
acist beliefs. Identity shifts toward exclusionary worldviews usually involve repeated exposure to grievance narra-
tives, belonging dynamics, and reinforcement within social groups — not gameplay alone.

‘Supporting exclusionary or supremacist ideas usually
happens suddenly.”

Answer: FALSE

Trigger or reflection point: Adopting beliefs that minorities are inferior, that democracy is weak, or that violence is
justified typically develops gradually. Repetition and normalisation lower resistance over time.

‘“Promoting hatred against minorities always involves direct
physical violence.”

Answer: FALSE

Trigger or reflection point: Hatred may begin with memes, slurs, conspiracy narratives, or dehumanising language.
Support for violence often precedes actual violent behaviour.
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‘Calling someone a slur in a game is automatically the same
as belonging to an extremist movement.”

Answer: FALSE

Trigger or reflection point: Toxic insults are not automatically ideological. However, when racist, antisemit-
ic, or anti-LGBTQ+ slurs become routine and unchallenged, they can make exclusionary narratives feel socially
acceptable.

“Online recruitment usually starts with someone clearly
asking a player to join a violent group.”

Answer: FALSE

Trigger or reflection point: Recruitment often begins with humour, shared frustration, memes about ‘cultural
decline (borders are open, culture diluted, destruction of western civilisation), , or invitations to private servers —
not explicit calls to join a group.

“If a young person shares memes mocking minorities but says
it is just irony,’ there is no concern.”

Answer: FALSE

Trigger or reflection point: Repeated ironic sharing of antisemitic or racist memes can desensitise individuals and
blur the line between humour and belief.

‘A young person can begin endorsing authoritarian or
exclusionary ideas without meeting anyone offline.”

Answer: TRUE

Trigger or reflection point: Online communities can provide identity reinforcement, belonging, and repeated expo-
sure to narratives that justify inequality or hostility.
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‘Most gamers regularly engage with racist or extremist
communities.”

Answer: FALSE (in most cases)

Trigger or reflection point: The majority of gaming content is not extremist. However, specific clusters and spikes
can increase visibility.

‘Complaints about ‘woke gaming’' can sometimes evolve into
conspiracy narratives about minorities controlling society.”

Answer: TRUE

Trigger or reflection point: Frustration about diversity in games can be reframed into antisemitic or anti-LGBTQ+
conspiracy narratives when exploited by extremist actors.

‘A young person can reject violence but still start believing
that some groups deserve fewer rights.”

Answer: TRUE

Trigger or reflection point: Support for unequal treatment, authoritarian leadership, or minority exclusion can
develop independently of violent intent.
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1.2. Set B: Advanced (Risk Clusters and Cross Layer Dynamics)

“If racist or antisemitic posts are rare on a platform, they
cannot influence anyone.”

Answer: FALSE

Trigger or reflection point: Small but highly active communities can disproportionately shape norms within specific
clusters.

‘If hateful jokes are repeated often enough, they can shift
what players see as acceptable.”

Answer: TRUE

Trigger or reflection point: Normalisation lowers emotional thresholds and reduces social resistance to
dehumanisation.

“Groups promoting supremacist ideas usually build entirely
new gaming platforms.”

Answer: FALSE

Trigger or reflection point: They typically embed themselves within existing communities and use shared interests
as entry points.

“Online grooming into extremist spaces often begins with
friendship and belonging rather than ideology.”

Answer: TRUE

Trigger or reflection point: The pathway may move from humour X grievance bonding X private migration X ideo-
logical reinforcement.

“If a hateful Discord server is removed, its members will simply
abandon their ideas.”

Answer: FALSE

Trigger or reflection point: Communities often migrate to encrypted or less regulated platforms.
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‘Sandbox games can sometimes be used to role-play real-
world violent attacks or historical atrocities.”

Answer: FALSE

Trigger or reflection point: Certain mechanics can be misused to simulate or symbolically rehearse violent scenarios.

‘Adolescents seeking belonging may be more responsive to
communities that offer strong identity narratives.”

Answer: TRUE

Trigger or reflection point: Identity formation increases sensitivity to recognition and group validation.

‘Leaderboards, meme competitions, or point systems can turn
hateful expression into a status game.”

Answer: TRUE

Trigger or reflection point: Gamification mechanisms can reward escalation and competition in offensiveness.

‘If players do not challenge hate speech, it always means
they agree with it

Answer: FALSE

Trigger or reflection point: Silence may reflect fear, fatigue, normalisation, or lack of trust in reporting systems.

“Protecting young people means simply blocking them from
online gaming spaces.”

Answer: FALSE

Trigger or reflection point: Long-term resilience comes from civic education, digital literacy, critical thinking, and
emotional awareness — not restriction alone.
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